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1.2

1.3

1.4

Preamble

Information and Communication Technology (ICT) is a key driver for socio-
economic progress and development. Promotion of ICT in various sectors of
the economy is, therefore, fundamental to ensuring greater welfare of the
society through efficient delivery of services. However, it is extremely
important to establish transparency in the service delivery systems to make
them open and visible. This is even more important in the banking sector
because banks deliver services to their clients by creating products designed
to suit specific needs. In addition, the significant volume of information that
banking services generate requires speedier processing, storage, retrieval and
dissemination for operational efficiency. To cope with these demands and to
stay relevant with the pace of changes in the banking landscape, a migration

to systems driven by ICT is inevitable.

Given the level of ICT penetration in the banking sector, it is essential that the
systems developed over time are sustained, properly managed and protected
from misuse and unauthorized access. This calls for a consistent policy to
guide actions required to develop and upgrade ICT in banking business

environment.

This document formulates the ICT Policy of Agrani Bank Limited (ABL) which
covers all computing and communications facilities including all hardware,
data, software, networks and facilities associated with information resources.
The document also explains the background and constraints within which the
current ICT systems were developed and presents the future built upon the

experience of the past.

This policy is inline with the ICT guidelines issued by Bangladesh Bank for
scheduled banks and financial institutions. It is supplemented by all other
banks policies and by the policies of those networks to which the bank is
interconnected, including applicable government laws regarding information

technology.



2.1

2.2

2.3

2.4

2.5

2.6

2.7

Background

Agrani Bank Limited started using computer technology for automation of its various
banking operations since pre-liberation, and many important jobs of the bank are
currently automated. The Information Technology (IT) Division of the bank
responsible for managing automation of banking operations is well equipped with IBM
Midrange (AS400) computers and latest microcomputers and staffed with trained and
experienced personnel. The bank uses its in-house software for processing most of
the jobs performed in IT Division. The major jobs, handled in IT Division, includes
inter-branch reconciliation, foreign bank accounts reconciliation (Nostro Accounts),
consolidation of Statements of Affairs / Income & Expenditure Statements, Personnel
System, Pay-roll of Head Office employees etc.

Agrani Bank Limited has grown significantly over the years in branch automation. Till
date 241 branches out of its total 866 branches are computerized. Nine big branches
of the bank are using branch banking solution in Mid-range (AS400) platform
designed, developed and maintained completely by IT Division of ABL. Another 232
branches of the Bank are using LAN based Branch Banking Software supplied by 5
different vendors.

All 52 zonal offices of the bank have been using computers to perform day-to-day
activities and are now connected with Internet. A software (Zonal Office Solution) has
been developed and installed by IT Division to all the zonal offices. With this software,
zonal offices compile all data related to Statement of Affairs and Profit & Loss
statement from each branch under them, and send these to the Head office through
internet where consolidated statements as well as various MIS reports are prepared.
SWIFT Service is available in 14 AD (Authorized Dealer) branches of the bank to
facilitate foreign trade operations that include quick disposal of LC's, foreign
remittances etc.

Agrani Bank Limited has introduced ATM services for its customers since 2002. ATM
card holders can withdraw cash from 19 ATM booths located at different places of
Dhaka, Chittagong and Sylhet. The card holders can also make payment of utility bills
such as gas, water, telephone bills using the ATM cards.

Agrani Bank Limited has its website (www.agranibank.org) with updated information
of the Bank. Agrani Bank Limited also has its own mail server to provide e-mail
facilities to concerned officials of the bank.

Currently, Agrani Bank is facing challange in operating software procured from
different vendors due to dissimilarity of operating procedures, and platform and
consequent incompatibility. It has therefore, become necessary for the bank to take
appropriate steps to migrate to its own software to be developed immediately.
However, in developing or purchasing software bank should be careful about its
competitiveness in the market and compatibility with the current and future business
environment as well as with other banks.

While formulating the policies, their applicability at all tiers (Tier 1 through Tier 3) as
defined in Bangladesh Bank ICT Guidelines for scheduled banks and financial
institutions were taken into account.



3. ICT POLICIES

Against the backdrop as explained in the preceding section, the following policies
have been formulated to realise the ICT vision of the bank.

4. Vision

To harness the potential of ICT as a key contributor to the growth and development
of banking business and services of Agrani Bank Limited.

5. Scope

This ICT Policy is a subset of the Bank’s corporate governance policies, providing a
systematic framework around which these policies have been formulated, with
particular emphasis on the security of information and information systems and also
on the Communication System. This covers all aspects of information that are
electronically generated, received, stored, printed, scanned, and typed.

This policy is applicable to all of the Bank's ICT systems and all activities and
operations required to ensure data security including facility design, physical security,
network security, disaster recovery and business continuity planning, use of
hardware and software, data disposal, and protection of copyrights and other trade
related aspects of intellectual property rights.

6. Objectives of the policy

= To ensure a dependable information system for efficient management and
operation of the bank;

= To promote and facilitate widespread use of ICT in all banking operations;

= To use ICT to ensure enhanced efficiency in service delivery to the clients;

= To develop a large pool of trained ICT manpower to mange and sustain the
systems currently in place and to be developed in future;

= Toinstall appropriate safeguards against unauthorized access to the systems
installed;

= To ensure protection of all ICT infrastructures and assets from any misuse and
disaster

7. Policy Statements

The policy statements have been structured around the objectives of the policy to
provide guidance for the action points required for its implementation.

7.1  Security Policy
7.1.1 Physical Security
Physical security denotes providing environmental safeguards as well as controlling

physical access to equipment and data. Adequate physical securities are to be
ensured for all ICT assets to prevent any loss or damage from external sources.



7.1.2 Data and Programme Security

Data and equipment should be protected from internal and external threats. Data, the most
valuable asset for Bank’s operations, should be protected from any level of intruder. To avoid
fraud and forgery and to prevent unauthorized access, data and equipment should be
maintained in a secured environment.

= Passwords should be maintained with utmost secrecy to prevent unauthorized
persons from any inappropriate use of ICT resource.

= Servers which contain/store valuable computing resources of the bank should
be maintained properly to prevent any kind of unauthorized intrusion or
damage to it.

= Gaining access into valuable information resources from remote locations
through intranet or internet is to be restricted to prevent any kind of damage to
it.

= All computer users must take steps to avoid viruses and if virus is detected,
immediate action is to be taken to neutralise its effect on the computer system.

7.1.3 Business Continuity and Disaster Recovery

The consequences of disaster, security failures and loss of services should be
analyzed. Contingency plans should be developed and implemented to ensure that
critical process could be restored within the required time scale. The plans, in turn,
should be maintained and practiced as an integrated component of all other
management processes. The plan should also be accepted as such by staff
members, suppliers and contractors. Bank should make appropriate plans for
restoration of system functions as soon as possible in case of any dislocation in the
IT system. Availability of all sorts of measures like mirroring, embedded data backup
system, establishment of DRS etc should be ensured.

7.2  Network Policy

The network design and its security should be implemented under documented plan
and network access control as well as physical security for the network equipments
should be ensured.

7.3 Internet and E-mail Policy:

All internet connections should be routed through firewall for PCs connected to
network and should be separated from network dedicated to core activities of the
bank to ensure integrity, reliability and confidentiality.

Email must be used carefully to avoid viruses and to avoid releasing confidential
material.

7.4 Web Policy

Agrani Bank's website should be used to display only bank related information and
the contents should not be modified without proper authorization.

7.5 Insurance Policy

Insurance coverage should be provided in order to minimize the costs associated
with loss and/or damage to hardware/software.

7.6  Health security

Appropriate measures should be taken to keep workplaces free from radiations and
other health hazards and users should be well trained about the possible health
hazards of using different ICT equipment.



7.7 Procurement Policy

All procurements should be made in a transparent manner through open and
competitive bidding. Where bulk procurement is possible, piecemeal procurements
should be avoided. A specific outfit should be established in the headquarters to
guide and manage the procurement process. Procurement should be made
observing the highest standard of financial propriety to maximum economy.

7.7.1 Hardware

Hardware procurement should be made consistent with the current business
requirements of the bank duly assessed by a competent committee appointed by the
management.

7.7.2 Software

Bank will endeavor to purchase only the most recently upgraded versions of software
and/or those in wide use in the industry and are compatible with the hardware in
place.

In procuring hardware and software bank will strike a balance so that too many types
are not added which may necessitate keeping too many inventories and making the
system vulnerable to incompatibility.

7.8  Software Development Policy

All in-house software development activities shall be guided and monitored by the
ICT Division, Agrani Bank Limited, Head Office. Security should be included at the
requirement analysis stage of each development or acquisition project.

7.9 ICT Training Policy

= A detailed training needs assessment must be undertaken to identify and
document training needs

= Employees should be given adequate training on the aspects of importance
and awareness of ICT security before their deployment in ICT jobs.

= Training should be coordinated with the implementation of any proposed
systems so that no significant delays occur between commissioning and user
training

7.10 Outsourcing Policy : Certain areas of business related to ICT to bring in
enhanced efficiency may be outsourced.

7.11 Business Process Re-engineering Policy

The management should commission appropriate study to redesign the business
processes to achieve improvements in performance, such as cost, quality, service,
and speed.

7.12 Documentation Policy

The systems already in place and to be developed further to meet future
requirements should be documented according to standards set by the management.
Any changes in the systems should also be appropriately reflected in the documents
to facilitate further improvements in the systems design. Complete technical and user
documentation must be provided for the systems together with regular updates in
hard and soft copy form.



7.13 Internal ICT Audit Policy

Internal ICT Audit should be carried out periodically (at least once a year) and the
report should be preserved for inspection by Bangladesh Bank officials or Bank
management or persons selected from the ICT Division as and when required.

7.14 Inventory Management Policy

Inventory of all kinds of assets, such as information assets, hardware, software,
licenses etc must be maintained for keeping track of all these assets. All data,
equipment and associated storage media must be destroyed or overwritten before
sale, disposal or reissue.

7.15 Systems Maintenance Policy

The bank should establish a support unit responsible for trouble shooting using a
mechanism appropriate to ensure efficient handling of the trouble and having facility
to keep records of events relating to trouble shooting.

8. Enforcement and Implementation of the Policy

Failure to adhere to the ICT Policy could result in suspension of usage privileges.
Users who violate this policy will be subjected to bank's disciplinary processes and
procedures including, but not limited to, those laid down in the existing Service Rules
of the bank.

This policy document along with standard operating procedures should be published and
made available and accessible to all concerned persons, authorites and organizations
related to ICT operations in AGRANI BANK LIMITED. This policy is to be implemented
phase-wise starting from the areas of priority to be decided by the management. There
should be strict monitoring by the IT Division or concerned authority that the policy is
being followed by the concerned persons.

9. Conclusion

This document sets out the policies taking into account the current and future
business environment as well as weighing the technical issues and the alternatives
available. It also focuses on the future course of information systems that is
implementable and sustainable. The policy will be supplemented by a time bound
action plan to take the ICT agenda forward. To respond to the emerging changes in
ICT and also to ensure its continued relevance, the Policy may be amended / modified from
time to time.



Annexure-A
AGRANI BANK LIMITED
..................... Branch/Division
Change Request Form

Reference : ..oooovvveeeeeeeeeeee Date: ..o,

Section | : Requester Information :

Branch/ DiviSion NaME ...ooiiiiiiicieiee e
Submitted by PO U PRSP OPUURTOPPT
Change Description USSR
Change Purpose P U PP U R UPR PSP
Request Date PSR OP R TPPROPPRPIN

Section Il : Approvals :
The undersigned agree and accept the change documented on this form.:

Name L ettt et e e e e et e e reeeetre i raerrrarn
Designation TR PRUPTOPRRPRTOT
Comments ST
Date ettt re e,
Signature & Seal s

Section 111 : Implementer Details :

The undersigned has implemented the requested change on this form:
Change reference No. e
Date of Change Implementation e
Change Implementation Details TP VRURURPRPRIN

Was Change done successfully? Yes L] No. [

Name PP PP PUPPRP PPN
Designation e e e e et e e e e reareenreenre e

Signature & Seal e —————————
(Requester)
Signature & Seal

(Head of Branch/ Division)



Annexure-B

AGRANI BANK LIMITED
............................... Branch/Division

User Acceptance Test (UAT)

Reference : ..o, Date : ..coevvvveiennnn,
Application/ SyStem NAME & ......ccvviviiieieciece e
Change Request REFEIENCE & .....ccveiveiicie e

Date: .......cooeviveiiieene

Test Scope (Detail plan of test):

Expected Result :
Actual Result

User Acceptance Test Fail [ Success [ 1]

Comments :

Signature & Seal :



Annexure-C
AGRANI BANK LIMITED
......................... Branch/Division

Request Form
(To be used for Problem/Request Management)

ReferenCe : oooeeeeeeeeeeee e Date ;.o

Section | : Requester Information :
Branch/ DIVISION NAME & ....oiiiiiiecie et

Submitted by TP U RO PR U PP PPRTPP
Contact No. O PPOPPPP
Problem/Request
DetallS & i ——————————
Justification PRSP
Request Date PO PPPPRP PRI
Signature & Seal : Signature & Seal
(Requester) (Head of Branch/ Division)

Section Il : Approvals :

The undersigned agree and accept the documented on this form.

Name L e ereee et e e e e e e e e — e e e e e e e s i e et e e e s r e e e e e nsnaarrrees
DESIGNATION & .o
LO00] 1110 00T 1] KPR
Date e e e it e e e e e e e e e e et et e e

Signature & Seal :

Section 111 : Implementer Details :

The undersigned has implemented the requested on this form.

Request reference No. s

Date of Request Implementation : ..........ccccocevviieiiiivie e

Request Implementation Details : .......cccooeiiiiniiiiicee,

Was Request done successfully? Yes ] No. [

Name s
Designation s

SIgNAture & Seal : .....occoiiiiiiiie



Annexure-D
AGRANI BANK LIMITED
.............................. Branch / Division

COMPUTER USER APPROVAL FORM

Name et e et eeeee e eeereereere—rerea——rare—————————— Form Number :.............

Father's Name & ...ccoovveiiecceeee e

DeSignation & .ooecieeccc e

Personnel no @ ......cccoeeeee.

First Approval Date : .........cccccoevveiinenene

Sl | Software | User Level | User ID Action Date | Signature of | Approved By (Full

the USER Signature)

Activated Officer | Manager

Inactivated
Removed




AGRANI BANK LIMITED

Annexure-E
Division Code

Name of Division/Office Code Name of Division/Office Code
Agrani Bank Training Institute 20001 Real estate & Engg. Division 20026
Audit & Inspection Division 20002 Reconciliation Division 20027
Audit Implementation Division 20003 gﬁ/ﬁgzgﬁnce management 20028
Board Division 20004 Rural Credit Division 20029
Branch Control Division 20005 SME & Micro-credit Division 20030
Central Accounts Division 20006 Chairman's Secretariat 20031
Common Services Division 20007 MD's Secretariat 20032
Currency Management Division 20008 DMD-1 Secretariat 20033
Devt. Coordination Division 20009 DMD-2 Secretariat 20034
Disciplinary Action Division 20010 GM-ID Secretariat 20035
Fund Management Division 20011 GM-Recovery Secretariat 20036
General Credit Division 20012 GM-Credit Secretariat 20037
Human Resource & Appeal Div. 20013 GM-operation Secretariat 20038
Industrial Credit-1 Division 20014 GM-Admin Secretariat 20039
Industrial Credit-2 Division 20015 GM-ID Secretariat 20040
Information Technology Division 20016 Chittagong Circle -Liason ofiice 20041
Inter. Trade Division 20017 Khulna Circle -Liason ofiice 20042
Law Division 20018 Rajshahi Circle -Liason ofiice 20043
Loan Classification Division 20019 Barisal Circle -Liason ofiice 20044
Loan Recovery Division 20020 Sylhet Circle -Liason ofiice 20045
MDS Squad Division 20021 20046
Personnel Division 20022 20047
Bbps:](l)rrllg Research & MIS 20023 20048

Printing & Stationary Division 20024

Public relation Division 20025




Agrani Bank Limited
ICT Policies

Acknowledgment of ICT Policy and Instruction Circular No. 1 T/81 dated 15/10/2008.

Thisform is used to acknowledge receipt of and compliance with the Agrani Bank Limited's ICT
Policy and related Instruction Circular No. 1 T/81 dated 15/10/2008.

Procedure:

Compl ete the following steps:
1. Read theICT Policy and Instruction Circular No. 1T/81 dated 15/10/2008.
2. Sign and date this form in the spaces provided below.
3. Return this page to Information Technology Division, Head Office, Dhaka.

Signature:
By signing below, | agree to the following terms:

(i) | have received and read a copy of the ICT Policy and related Instruction Circular and
understand and agree to the same.

(@it) 1 understand and agree that | am not to modify, alter, or upgrade any software programs
or computer equipment provided to me without the permission of the Information
Technology Division.

(iii) I understand and agree that | shall not copy, duplicate (except for backup purposes as part
of my job), or allow anyone else to copy or duplicate any information or software.

(iv) 1 understand and agree | must make reasonable efforts to protect all data, software and
equipment from theft and physical damage.
(v) | agree and promise to ensure Complience of ICT Policy and related instructions

contained in the Instruction Circular No. 1T/81 dated 15/10/2008.

" Signature of the Employee Date
Name of the Employee
Designation of the Employee Division/Branch/Office
2.
Signatur e of the Employee Date
Name of the Employee
Designation of the Employee Division/Branch/Office
3.
Signatur e of the Employee Date

Name of the Employee

Designation of the Employee Division/Branch/Office




