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wb‡`©k cwicÎ bs - AvBwU/ 81                                                                                         ZvwiL t 15/10/2008
 
 
Dc-gnve¨e¯’vcK/ 
mnKvix gnve¨e ’̄vcK/ 
e¨e ’̄vcK 
AMÖYx e¨vsK wjwg‡U‡Wi mKj kvLv   
evsjv‡`k| 
 

welq t- Z_¨ cÖhyw³ bxwZgvjv cwicvjb cÖm‡½| 
 
Z_¨ cÖhyw³i myôy I wbivc` e¨envi wbwðZ Ki‡Z evsjv‡`k e¨vsK †`‡ki mKj e¨vsK I Avw_©K cÖwZôvb‡K evsjv‡`k e¨vs†Ki 
RvixK…Z Guideline on Information & Communication Technology for Scheduled Banks 
and Financial Institutions  †gvZv‡eK Kw¤•DUvi e¨env‡i Minimum Security Standard wbwðZ Kivi j‡¶¨ 
bxwZgvjv cȪ ‘Z c�e©K ev �̄evq‡bi wb‡`©kbv cÖ`vb K‡i‡Q| †m †gvZv‡eK AÎ e¨vs‡Ki cwiPvjbv cl©` KZ©„K ICT Policy 
B‡Zvg‡a¨ Aby‡gvw`Z n‡q‡Q| AMÖYx e¨vsK wjwg‡U‡Wi mKj kvLv I Kvh©vj‡q Z_¨ I †hvMv‡hvM cÖhyw³ e¨env‡i e¨vsK KZ©„c¶ 
KZ©„K Aby‡gvw`Z bxwZgvjv Abymib Kivi wbwg‡Ë ICT Policy Gi Kwc †cÖib Kiv n‡jv| G m¤•wK©Z Guidelines cÖ¯‘Z 
eZ©gv‡b P‚ovš� ch©v‡q i‡q‡Q hv AwP‡iB mswk−ó mK‡ji wbKU †cÖib Kiv n‡e| GgZve ’̄vq, ICT Policy ev �̄evqb mswk−ó AwZ 
cÖ‡qvRbxq we‡ewPZ welqvw` mswk−ó mK‡ji Abymi‡bi wbwg‡Ë wb‡æ cÖ`Ë n‡jvt- 
 
Documentation (wb‡`©kbv wjwce× Kib) 
 
kvLvq/Awd‡m Kw¤•DUvi e¨enviKvix mKj Kg©KZ©v/Kg©Pvixi bv‡g KZ©e¨ I `vq-`vwqZ¡ D‡j−L K‡i Awdm Av‡`k Rvix I msi¶Y 
Ki‡Z n‡e| Awdm Av‡`‡k mswk−ó Kg©KZ©v/Kg©Pvixi QywU/ Abycw¯’wZ‡Z `vwqZ¡ cvj‡bi welq my¯•ó D‡j −L _vK‡Z n‡e| 
Awdm Av‡`‡k mswk−ó Kg©KZ©v/Kg©Pvix †Kvb ¯ �‡i (User/Supervisor/Super User) KvR Ki‡e Zv mȳ •ó D‡j−L _vK‡Z 
n‡e| 
kvLv mg�‡ni †¶‡Î mswk−ó Awdm Av‡`†ki GKwU Kwc AvÂwjK Kvh©vj‡q Ges cÖavb Kvh©vj‡qi wewfbœ wefvM, mv‡K©j mwPevjq, 
AvÂwjK Kvh©vjq, GwW kvLv I K‡©cv‡iU kvLvi †¶‡Î GKwU Kwc mivmwi Z_¨ cÖhyw³ wefv‡M †cÖiY Ki‡Z n‡e|  
 
ICT Audit (AvBwmwU AwWU) 
 
wewfbœ kvLv/Awd‡m Z_¨ cÖhyw³ welqK Kvh©vejxi wbix¶v (ICT Audit) m¤•v`b Kivi Rb¨ Z_¨ cÖhyw³ wefvM ICT Audit 
Guidline  ˆZix I Rvix Ki‡e| e¨vs‡Ki ICT e¨enviKvix kvLv/Awdm Audit Ki‡Y mswk−ó Audit Team G Z_¨ cÖhyw³ 
welqK Ávb I `¶Zv m¤•bœ GKRb Kg©KZ©v Aš �f©y³ _vK‡eb whwb kvLv/Awd‡m Z_¨ I †hvMv‡hvM cÖhyw³ welqK Kvh©vejxi wbix¶v 
(ICT Audit) m¤•v`b Ki†eb| kvLv/Awdm mg�n GB mg �̄ wbix¶v weeiYxi Kwc fwel¨‡Z evsjv‡`k e¨vsK/cÖavb 
Kvh©vjq/AvÂwjK Kvh©vj‡qi ch©‡e¶‡bi Rb¨ msi¶Y Ki‡e| 
 
Training Procedure (cÖwk¶Y cÖwµqv) 
 
kvLv/Awd‡m Kw¤•DUvi e¨enviKvix mKj Kg©KZ©v/Kg©Pvix‡K ch©vqµ‡g cÖ‡qvRbxq cÖwk¶‡Yi e¨e ’̄v MÖnb Ki‡Z n‡e| mswk −ó 
wefvMxq cÖavb/AvÂwjK cÖavb/kvLv e¨e ’̄vcKMY ^̄ ^̄ Kg©KZ©v/Kg©Pvix‡`i cÖ‡qvRbxq cÖwk¶‡Yi Kvh©Ki e¨e¯’v MÖnY Ki‡eb| 
 
Problem Management  (mgm¨v e¨e ’̄vcbv) 
 
Kw¤•DUvi nvW©Iqvi, md&UIqvi A_ev Ab¨ †h †Kvb Kw¤•DUvi msµvš � mgm¨v GKwU †iwRóv‡i wjwce× Ki‡Z n‡e| cÖ_‡gB 
mgm¨vi e¨vcv‡i mswk−ó AvÂwjK Kvh©vjq†K AeMZ Ki‡Z n‡e|  AvÂwjK Kvh©vjq KZ©„K  wbw`©ó mg‡qi g‡a¨ mgm¨v mgvavb 
m¤¢e bv n‡j Ges mgm¨vwU mdUIqvi RwbZ n‡j md&UIqvi mieivnKvix cÖwZôv‡bi mv‡_ i¶bv‡e¶b Pzw³ _vKv mv‡c‡¶ D³ 
cÖwZôv‡bi mv‡_ Ges Z_¨ cÖhyw³ wefv‡Mi mswk−ó mdU&Iqv‡ii Help Desk Gi mswk−ó Kg©KZ©vi mv‡_ †hvMv‡hvM Ki‡Z n‡e | 
mgm¨v  nvW©Iqvi RwbZ n‡j ‡fÛ‡ii mv‡_ i¶bv‡e¶b Pzw³ wKsev hš �cvwZ mg�‡ni Iqv‡iw›U i‡q‡Q wKbv †`L‡Z n‡e, Iqv‡iw›U 
wKsev i¶bv‡e¶Y Pzw³ we`¨gvb _vK‡j †f›W‡ii gva¨‡g mgm¨v mgvavb Ki‡Z n‡e| Ab¨_vq, AvÂwjK Kvh©vjq Gi gva¨‡g mgm¨v 
mgvav†bi e¨e¯’v MÖnY Ki‡Z n‡e|  AcviMZvq, cÖavb Kvh©vj‡qi Z_¨ cÖhyw³ wefvM‡K AewnZ Ki‡Z n‡e| kvLv/AvÂwjK 
Kvh©vjq †fÛi A_ev Z_¨ cÖhyw³ wefvM‡K †h‡Kvb mgm¨v AewnZ Kivi Rb¨ Request Form (Annexure-C) e¨envi 
Ki‡Z n‡e |  AvÂwjK Kvh©vjq mg�n G msµvš � `vwqZ¡ cvj‡bi Rb¨ GKwU †mj MVb Ki‡e Ges †mLvb †_‡K AÂ‡ji AvIZvaxb 
mKj kvLv‡K cÖ‡qvRbxq †mev cÖ`vb wbwðZ Ki‡e| G †m‡ji `vwqZ¡ cvj‡bi Rb¨ GKRb‡K wjwLZfv‡e mywbw`©ó `vwqZ¡ cÖ`vb 
Ki‡Z n‡e| `vwqZ¡cÖvß Kg©KZ©v/Kg©Pvixi QywU/Abycw ’̄Zx‡Z weKí `vwqZ¡ cvj‡bi welq mȳ •ó D‡j−L _vK‡Z n‡e| XvKv ’̄ mv‡K©j  
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mwPevjq, K‡c©v‡iU kvLv, cÖavb Kvh©vj‡qi wewfbœ wefvM mivmwi Z_¨ cÖhyw³ wefv‡Mi mv‡_ †hvMv‡hvM Ki‡e| XvKvi evB‡ii 
mv‡K©j mwPevjq, K‡c©v‡iU kvLv mgyn wbKUeZ©x AvÂwjK Kvh©vj†qi †m‡ji gva¨‡g mgm¨v mgvavb Ki‡e| nvW©Iqvi RwbZ mgm¨v  
Zvr¶wbK mgvav‡bi wbwg‡Ë cÖwZwU AvÂwjK Kvh©vjq 1 †mU ( wmwcBD, gwbUi, Kx-†evW©, BDwcGm, wcÖ›Uvi, cvIqvi w÷ªcvi) 
AwZwi³ Kw¤•DUvi mvgMÖx msi¶Y Ki‡e| 
 
Change Management (cwieZ©b e¨e ’̄vcbv) 
 
(K)  kvLv/ Awd‡m e¨eüZ mdUIqv‡ii †Kvb cwieZ©‡bi cÖ‡qvRb n‡j wbw`©ó di‡g (Change Request Form) 

cwieZ©‡bi Rb¨ Av‡e`b Ki‡Z n‡e| di‡gi  (Annexure-A) GKwU bgybv GB m‡½ mshy³ n‡jv| 
(L) †Kvb cwieZ©b Kvh©Ki (Effective) Kivi Av‡M e¨enviKvixi ¯^xK…wZcÎ (User Acceptance Test-UAT) MÖnY 

Ki‡Z n‡e| e¨enviKvixi ¯^xK…wZc‡Îi bgybv (Annexure-B) GB m‡½ mshy³ n‡jv | 
 
Asset Management (m¤•` e¨e¯’vcbv) 
 
kvLvi/Awd‡mi Kw¤•DUvi I Avbymvw½K hš�cvwZ I mdUIqv‡ii (Kw¤•DUvi G¨v‡mU) myôy e¨envi wbwðZ Kivi Rb¨ kvLvq GKwU 
Kw¤•DUvi Bb‡fbUix †iwRóvi e¨envi Ki‡Z n‡e| G¨v‡mU/Bb‡fbUix AvB‡UgwU Fixed Asset (Computer) †iwRóv‡i 
Gw›Uª _vK ev bv _vK kvLvi cÖwZwU Kw¤•DUvi G¨v‡mU GB †iwRóv‡i Aš �©f‚³ Ki‡Z n‡e| cÖwZwU G¨v‡m‡Ui Rb¨ †iwRóv‡i wfbœ 
wfbœ cvZv e¨envi Ki‡Z n‡e| Bb‡fbUix †iwRóv‡i wb‡æi QK Abyhvqx G¨v‡mU mg�n wjwce× Ki‡Z n‡et 
 
 
 
 
 
 
 
 
 
 
e¨vL¨v t- 
1) G¨v‡mU †KvWt Kw¤•DUvi msµvš � cÖwZwU G¨v‡m‡Ui (Asset) Rb¨ GÖKwU G¨v‡mU †KvW e¨envi Ki‡Z n‡e| G¨v‡mU †KvW    

wb‡æi wZbwU ‡Kv‡Wi mgš^‡q MwVZ n‡e: 
          (K) kvLv/AÂj/ mv‡K©j Awdm †KvW- kvLv, AvÂwjK Kvh©vjq Ges mv‡K©j mwPevj‡qi Rb¨ AMÖYx e¨vsK wjwg‡U‡Wi 

cÖPwjZ kvLv †KvWB GLv‡b  †KvW wnmv‡e e¨eüZ n‡e| cÖavb Kvh©vj‡qi wefvM mg�‡ni †KvW Annexure-E †Z 
†`Iqv   n‡jv| 

 
      (L)  AvB‡Ug †KvW-  wb‡æi AvB‡Ug †KvW QKwU Abymib K‡i AvB‡Ug †KvW emv‡Z n‡e| 
 

G¨v‡mU AvB‡Ug †KvW G¨v‡mU AvB‡Ug †KvW
mvf©vi 1001 c¨vP †c‡bj 1013 
wmwcBD  1002 c¨vP i¨vK 1014 
gwbUi  1003 dvqvi Iqvj 1015 
j¨vcUc Kw¤•DUvi 1004 ivDUvi 1016 

Wv¤• Uvwg©bvj 1005 md&UIq¨vi 1017 
¯‹¨vbvi 1006 g‡Wg 1018 
wcÖ›Uvi (WU †gwUª·) 1007  - 
wcÖ›Uvi (†jRvi) 1008  - 
wcÖ›Uvi (jvBb) 1009  - 
BDwcGm (Ab-jvBb) 1010  - 
BDwcGm (Ad-jvBb) 1011  - 
‡fv‡ëR ÷¨vwejvBRvi 1012 Ab¨vb¨ (Specify) 1024 

 
   M)  µwgK b¤^i-‡iwRóv‡i Gw›Uªi µg Abymv‡i µwgK b¤^i emv‡Z n‡e| cÖ_g AvB‡UgwUi µwgK bs 001 wØZxqwU 

        002 Gi Z…ZxqwU 003 GB fv‡e µwgK b¤^i em‡e| A_©vr kvLvq `ywU gwbUi _vK‡j cÖ_gwUi µwgK bs n‡e-     
        001 Ges wØZxqwUi µwgK bs n‡e-002| 
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G¨v‡mU †KvW 
wefvM/Awdm/kvLv †KvW AvB‡Ug †KvW µwgK bs 

Kw¤•DUvi mvgMÖxi 
weeiY 

mieivnKvix 
cÖwZôv‡bi bvg 

µ‡qi ZvwiL 
 

1 2 3 4 5 6 
 
Iqv‡iw›Ui 
†kl ZvwiL 

 

µqg�j¨ evwl©K mgvcbx‡Z 
(31 wW‡m¤̂i) 
avh©K…Z AePq  

evwl©K mgvcbx‡Z 
(31 wW‡m¤̂i ch©š �) 

cywÄf‚Z  AePq 

eZ©gvb g�j¨  gš �e¨ 

7 8 9 10 11 12 
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2) weeiY- G¨v‡mUwUi msw¶ß weeiY †hgb t- g‡Wj bs, eª¨vÛ (IBM 300 GL Kw¤•DUvi, EPSON LQ-2180 wcÖ›Uvi)   
     BZ¨vw`|        
                 
3) mieivnKvix- G¨v‡mUwUi mieivnKvix cÖwZôv‡bi msw¶ß bvg| 
 
4) µ‡qi ZvwiL  - G¨v‡mUwUi wej cwi‡kv‡ai ZvwiL| 
 
5) Iqv‡iw›U - G¨v‡mUwUi Iqv‡iw›U †kl nevi ZvwiL| 
 
6) µqg�j¨ - G¨v‡mUwUi µq mswk−ó cwi‡kvwaZ g�j¨| 
 
7) AePq- evwl©K mgvcbx‡Z (31 wW‡m¤^i ZvwiL) avh©K…Z AePq| 
 
8) cywÄf‚Z  AePq-  evwl©K mgvcbx‡Z (31 wW‡m¤^i ZvwiL ch©š� ) avh©K…Z cywÄf‚Z AePq|  
 
9) eZ©gvb g�j¨ - µq g�j¨ †_‡K cywÄf‚Z AePq ev` †`qvi ci Aewkó g�j¨ (Book Value)| 
 
10) gš�e¨- G¨v‡mUwUi evwn¨K Ae ’̄v (fvj/e¨envi‡hvM¨/e¨envi A‡hvM¨ BZ¨vw`), Ab¨ †Kv_vI †_‡K cÖvß wKbv BZ¨vw` wjL‡Z 
n‡e| 
 
D`vniY wnmv‡e g‡b Kiv hvK, jvj`xwN c �e© kvLv, PÆMÖv‡g 1wU IBM 300 GL  mvf©vi Av‡Q hv M/S Beximco 
Computers Ltd MZ 01/01/2006 Zvwi‡L 60000.00 UvKv g�‡j¨ mieivn K‡i‡Q, 31/12/2007 Zvwi‡L avh©K…Z AePq 
12,000.00 UvKv, 31/12/2007 ZvwiL ch©š � cywÄf‚Z AePq 24,000.00 UvKv Ges wZb eQi Iqv‡iw›U _vK‡e| kvLvi 
Kw¤•DUvi Bb‡fbUix †iwRóv‡i wbæfv‡e G¨v‡mUwUi Gw›Uª w`‡Z n‡et 

 

 

 

 

 

 

 

 

1g Kw¤•DUvi †mU Gi Rb¨t 
 

 
 

 
kvLv/Awd‡mi cÖ‡Z¨KwU G¨v‡m‡Ui Mv‡q G¨v‡mU †KvW A‡gvPbxq Ges `„k¨gvb Kvwj‡Z wjL‡Z n‡e| md&UIqv‡ii †¶‡Î 
mdUIqvi wmwWi (hw` _v‡K) Dc‡i G¨v‡mU b¤^i wjL‡Z n‡e| †Kvb fv‡eB wmwWi WvUv cv‡k¦© (wmwW Gi †h As‡k wKQy wjLv _v‡K 
bv) G¨v‡mU b¤^i †jLv hv‡e bv| Kw¤•DUvi †mU wnmv‡e µq ev g�j¨ cwi‡kva n‡q _vK‡j Ges Zv GK‡Î wjwce× n‡q _vK‡j 
cÖwZwU G¨v‡mU Gi Rb¨ Avjv`v g�j¨ wba©vib (Notional) KiZ Avjv`v Avjv`v fv‡e †iwRóv‡i f‚w³ Ki‡Z n‡e| D`vniY ¯^iƒc 
GKwU wmwcBD I GKwU gwbUi Gi ( Kx-†evW©, gvDm BZ¨vw`mn) µq g�j¨ 40,000.00 UvKv n‡j Ges ZLbKvi evRvi g�j¨ 
wnmv‡e wmwcBD Gi g�j¨ 30,000.00 UvKv n‡j gwbU‡ii g�j¨ 10,000.00 UvKv wba©vib c�e©K h_vixwZ †iwRóv‡i f‚w³ Ki‡Z 
n‡e| Notional  g�j¨ wba©vib wel‡q AvÂwjK Kvh©vj‡qi IT Designated Kg©KZ©vi mn‡hvwMZv MÖnY Kiv †h‡Z cv‡i| 
D`vni‡Y D‡j−wLZ jvj`xwN c �e© kvLv, PÆMÖvg Gi mvf©vi Gi Mv‡q G¨v‡mU †KvW n‡e 2454-1001-001| 
 
cÖavb Kvh©vj‡qi AwWU wefvM Zv‡`i AwWU cwiPvjbvi mgq Ges AvÂwjK Kvh©vjq Zv‡`i cwi`k©‡bi mgq kvLvi/Awd‡mi cÖwZwU 
G¨v‡m‡Ui Mv‡q G¨v‡mU †KvW †jLv Av‡Q wKbv Zv †iwRóv‡i wgwj‡q wbwðZ Ki‡e| 
 
evwl©K wfwË‡Z kvLv/Awdm/wefvM mg�n ^̄ ^̄ kvLvi/Awd‡mi/wefv‡Mi GKwU Bb‡f›Uix weeiYx cieZx© erm‡ii Rvbyqvix gv‡mi 15 
Zvwi‡Li g‡a¨ ms ’̄vcb wefv‡Mi gva¨‡g Z_¨ cÖhyw³ wefvM, cÖavb Kvh©vjq, XvKvq cvVv‡e| cÖ_g weeiYxwU 31-12-2008 ZvwiL 
wfwËK AvMvgx 15-01-2009 Zvwi‡Li g‡a¨ AvÂwjK Kvh©vj‡qi gva¨‡g cÖavb Kvh©vj‡qi ms ’̄vcb wefv‡M †cuŠQv‡Z n‡e|  cÖavb 
Kvh©vj‡qi wefvM mg�n g�j¨ m¤•wK©Z Z_¨vw` e¨wZ‡i‡K Ab¨vb¨ Z_¨ m¤^wjZ †iwRóvi msi¶Y Ki‡e Ges el© †k‡l cieZx© 
erm‡ii Rvbyqvix 15 Zvwi‡Li g‡a¨ weeiYx ms¯’vcb wefv‡M †cÖiY Ki‡e| ms¯’vcb wefvM mKj wefvM I Kvh©vj‡qi weeiYx Z_¨ 
cÖhyw³ wefv‡M †cÖiY Ki‡e| 
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G¨v‡mU †KvW 
wefvM/Awdm/kvLv †KvW AvB‡Ug 

†KvW 
µwgK bs  Kw¤•DUvi mvgMÖxi 

weeiY(bvg I g‡Wj) 

mieivnKvix cÖwZôv‡bi bvg µ‡qi ZvwiL 
 

1 2 3 4 5 6 
2454 1001 001 IBM 300 GL M/S Beximco 

Computers Ltd 
01/01/2006 

 
Iqv‡iw›Ui 
†kl ZvwiL 

 

µqg�j¨ evwl©K mgvcbx‡Z 
(31 wW‡m¤̂i) 
avh©K…Z AePq 

(UvKv)  

evwl©K mgvcbx‡Z  
(31 wW‡m¤̂i ch©š �) 

cywÄf‚Z  AePq (UvKv) 

eZ©gvb g�j¨ (UvKv) gš �e¨ 

7 8 9 10 11 12 
31/12/2008 60,000.00 12,000.00 24,000.00 36,000.00 mvf©viwU  mPj Av‡Q 
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Request Management (Pvwn`v e¨e ’̄vcbv) 
 
mKj kvLv/Awdm †h †Kvb Z_¨-cÖhyw³ †mev ( nvW©Iqvi I mdUIqvi ) Gi Rb¨ wbw`©ó di‡g (Request Form)  Pvwn`v 
Rvbv‡e| di‡gi GKwU bgybv GZ &̀ms‡M mshy³ Kiv n‡jv (Annexure-C)| 
 
Security  (wbivcËv) 
 
           (K)  mvf©vi K¶ Aek¨B Kuv‡Pi †eówb mg„× cvwU©mb Ges Zvjv mshy³ n‡Z n‡e| Pvwe (h_vh_ †iKW© msi¶b c�e©K) 

GKRb `vwqZ¡kxj e¨w³i wbKU _vK‡e| 
 (L)  mvf©vi K‡¶ cÖ‡ekvwaKvi wbqwš�Z n‡e Ges mvf©vi K‡¶ iw¶Z GKwU †iwRóv‡i cÖ‡ekKvix‡`i bvg I cÖ‡e‡ki  
        Kvib, mgq Ges ewnM©g†bi mgq wjwce× Ki‡Z n‡e| mvf©vi K‡¶ cÖ‡ek Aby‡gvw`Z e¨w³‡`i GKwU ZvwjKv   
        msi¶Y Ki‡Z n‡e|  
 (M)   mvf©v‡i Aek¨B cvmIqvW© m¤^wjZ ¯Œxb †mfvi _vK‡Z n‡e, hv `k †m‡KÛ c‡i Pvjy n‡e| 
 (N)  WvUv‡eR Ges Acv‡iwUs wm‡÷‡gi G¨vWwgwbm‡UªwUf cvmIqvW© GKwU mxj MvjvK…Z Lv‡g f‡ëi Wªqv‡i we‡kl 
        mZKv©e¯’vq ivL‡Z n‡e|  
 (O)  mvf©vi K¶ kxZvZc wbqwš �Z n‡Z n‡e| †Rbv‡iUi I BD,wc,Gm Gi e¨e¯’v _vK‡Z n‡e| myôy ˆe`y¨wZK Iq¨vwis 
       _vK‡Z n‡e| we`y¨r Ges †bUIqvK© K¨vewjs Gi Rb¨ Avjv`v P¨v‡bj e¨envi Ki‡Z n‡e|  
 (P)  mvf©vi K¶ Z¨v‡Mi c�‡e© we`y¨‡Zi myBP Aek¨B eÜ Ki‡Z n‡e| mvf©vi i“‡gi evwn‡i AwMœ wb‡ivaK hš � ivL‡Z n‡e| 
       we ỳ̈ ‡Zi Rb¨ cÖ‡qvRbxq Avw_©s Gi e¨e ’̄v ivL‡Z n‡e| 
 (Q)  †h Kw¤•DUvi Branch Banking Software Gi  Workstation wnmv‡e e¨eüZ nq †m Kw¤•DUv†i 
        †KejgvÎ e¨enviKvix †W¯‹Uc cvmIqvW© Rvb‡e Ges cvmIqvW© GKwU mxjMvjvK…Z Lv‡g f‡ë ivL‡Z n‡e|   
       Kw¤•DUv‡i cvmIqvW© m¤^wjZ ¯‹xb †mfvi _vK‡e, hv 1 wgwbU ci mwµq n‡e| 
 (R) mvwK©U †eªKvi I we ỳ̈ r mieivn †evW© 1wU Zvjvhy³ e‡· Kw¤•DUvi K‡¶i evwn‡i ¯’vcb Ki‡Z n‡e| AwMœ wb‡ivaK 
       hš � K‡¶i evwn‡i _vK‡e| 
 
Physical Security for Desktop and Laptop Computers (†W·Uc I j¨vcUc Kw®•DUv‡ii evwn¨K 
wbivcËv) 
 
       (1)   †W·Uc I j¨vcUc Kw¤•DUv‡ii mv‡_ me mgq UPS e¨envi Ki‡Z n‡e| 
       (2)  IqvK©‡ókb wnmv‡e e¨eüZ †W·Uc/j¨vcUc Kw¤•DUvi hLb e¨eüZ n‡e bv (Unattended) ZLb "Lock       

Workstation" c×wZ e¨envi Ki‡Z n‡e| 
      (3)  kvLv e¨vswKs mdUIqvi †bB Ggb Kw¤•DUv‡i cvmIqvW© hy³ ¯xŒb †mfvi e¨envi Ki‡Z n‡e hv me©vwaK 5 wgwb‡Ui 

g‡a¨ mwµq n‡e| 
      (4)   †W·Uc/j¨vcUc Kw¤•DUvi I gwbUi cÖwZw`b Kv‡Ri †k‡l eÜ Ki‡Z n‡e| 
      (5) †h mKj j¨vcUc memgq ev †ekxifvM mg‡q †bUIq©v‡K hy³ _v‡K †m mKj j¨vcUc e¨enviKvix wenxb Ae ’̄vq ivLv 

hv‡e bv| 
      (6)  j¨vcUc Kw¤•DUvi ev †h †Kvb cÖwZ ’̄vcb †hvM¨ WvUv wgwWqv (Floppy/CD/ZIP/Flash Drive, etc.) hLb    

Ae¨eüZ _vK‡e ZLb Zv GKwU wbivc` ¯’v‡b Zvjve× K‡i ivL‡Z n‡e| 
      (7)    Ab¨vb¨ Z_¨ m¤^wjZ mvgMÖx †hgb KvMR, dvBj BZ¨vw` wbivc` ’̄v‡b Zvjve× Ae ’̄vq ivL‡Z n‡e| 
      (8)   ‡Kvb e¨enviKvix KZ…©c‡¶i Aby‡gv`b e¨wZ‡i‡K †Kvb Exe dvBj A_ev Application †W·Uc/j¨vcUc Kw¤•DUvi  

G Bbój ev WvDb†jvW Ki‡Z cvi‡e bv| 
      (9)   †W·Uc/j¨vcUc Kw¤•DUvi e¨enviKvix †Kvb ¶wZKviK †cÖvMÖvg (Virus, Worm, Trojan etc.) ˆZix, K¤•vBj, 

Kwc, cÖPvibv, m¤•v`b BZ¨vw` Ki‡Z cvi‡e bv| 
    (10)   †h †Kvb ai‡bi Virus Gi mÜvb cvIqvi mv‡_ mv‡_ cÖavb Kvh©vjq, Z_¨ cÖhyw³ wefvM‡K Rvbv‡Z n‡e Ges Z_¨  

cÖhyw³ wefv‡Mi civgk©  Abyhvqx cÖ‡qvRbxq e¨e ’̄v wb‡Z n‡e| 
    (11)  cÖ‡Z¨K †W·Uc/j¨vcUc Kw¤•DUvi G óvU© (START) I wióvU© (RESTART) Gi mgq BDRv‡ii bvg Ges 

cvmIqvW© †`qv Avek¨K Ki‡Z n‡e| 
    (12)   mKj wbivcËv RwbZ NUbv (Security Relevant Events) wjwce× (Log) Kivi Rb¨ m¶g K‡i †W·Uc/  

j¨vcUc Kw¤•DUvi KbwdMvi Kiv _vK‡Z n‡e| 
    (13)    QywUi w`‡b Kw¤•DUvi mg�n †g‡S Ges Rvbvjv †_‡K ` �‡i ivL‡Z n‡e| 
    (14)   †W·Uc/j¨vcUc Kw¤•DUv‡i Abby‡gvw`Z †Kvb cÖKvi mdUIqvi/‡cÖvMÖvg (Games, Entertainments etc.) 

Load/ Use Kiv hv‡e bv| 
    (15)    D×©Zb KZ…©c‡¶i we‡kl Aby‡gv`b e¨wZ‡i‡K †W·Uc/j¨vcUc Kw¤•DUv‡i wWm& jvB‡bi ms‡hvM cÖ`vb Kiv hv‡e bv| 
  
 

 
Pjgvb cvZvt 5 

 



 

cvZvt 5 
 
 
 
Information Security Standard (Z_¨ wbivcËv gvb) 
 
cvmIqvW© wbqš �Y (Password Control)t- 
 
   (K)  cvmIqvW© Kgc‡¶ 6 Ni (Alpha  Ges  Numeric) wewkó n‡Z n‡e| 
   (L)  cÖ‡Z¨K AvBwWavix cÖwZ 30 w`‡b Kgc‡¶ GKevi wbR wbR cvmIqvW© Aek¨B cwieZ©b Ki‡eb| wbR¯^ Password 

Ab¨ KvD‡K Rvbv‡bv hv‡ebv| 
   (M)  †Kvb cvmIqvW© GKevi e¨envi Ki‡j cieZ©x 3 (wZb) evi †mB GKB cvmIqvW© e¨envi Kiv hv‡e bv| 
   (N)  BDRvi AvBwW Ges cvmIqvW© KLbI GK n‡Z cvi‡e bv| 
   (O)  ci ci wZbevi fzj AvBwW I cvmIqvW© w`‡j wm‡÷g jK n‡q hv‡e| AZGe mwVK Password g‡b ivLv wbwðZ Ki‡Z 

n‡e| 
   (P)  mKj †j‡f‡ji cvmIqvW© avix Zvi wbR wbR cvmIqvW© wb‡RB (mywcÖg BDRvi Gi mvnvh¨ Qvov) cwieZ©b Ki‡Z cvi‡eb| 
   (Q)  mKj cvmIqvW© avix Zvi cvmIqvW© K‡Vvi †MvcbxqZvi mv‡_ msi¶b Ki‡eb, cvmIqvW© fz‡j hvIqv ev Ace¨env‡ii 

`i“b e¨vs‡Ki †Kvb mybvg ev Avw_©K ¶wZ n‡j Zvi `vq `vwqZ¡ mswk−ó Kg©KZ©v/Kg©Pvix Gi Dci eZ©v‡e| 
 
User ID Maintenance (e¨enviKvixi AvBwW e¨e¯’vcbv) 
 
Kw¤•DUv‡ii AevwÂZ e¨envi †ivaK‡í mKj kvLv I Awd‡m e¨vswKs, †Rbv‡ij †jRvi I Ab¨vb¨ msiw¶Z mdUIqvi (Access 
Controlled Software) e¨enviKvix‡K e¨e ’̄vcK/KZ…©c¶ Øviv Aby‡gv`b cÖvß n‡Z n‡e| KZ…©c‡¶i c�e© Aby‡gv`b Qvov †Kn 
G mg �̄ mdU&Iq¨vi  cwiPvjbv/ e¨envi (Operation/Use) Ki‡Z cvi‡e bv| 
kvLv e¨e ’̄vcK/KZ…©c¶ cÖ‡Z¨K Kw¤•DUvi e¨enviKvixi Rb¨ c„_K c„_K Aby‡gv`b cÎ Computer User Approval 
Form-(Annexure-D)  e¨envi K‡i kvLvi/Awd‡mi Kw¤•DUvi e¨enviKvix‡`i Kw¤•DUvi e¨env‡ii Aby‡gv`b cÖ`vb 
Ki‡eb| Aby‡gv`b cÎwU kvLvq/ Awd‡m h_vh_fv‡e msi¶b Ki‡Z n‡e| 
 
Aby‡gv`bc‡Î e¨enviKvixi e¨w³MZ Z_¨ Ges e¨enviKvixi md&UIqvi e¨env‡ii Aby‡gv`b msµvš� Z_¨ wjwce× Ki‡Z n‡e| 
Aby‡gv`bc‡Î Kw¤•DUvi e¨enviKvixi e¨w³MZ Z_¨ As‡k e¨enviKvixi bvg, wcZvi bvg, c`ex I Kg©iZ kvLv/wefv‡Mi bvg, 
BDRvi AvBwW, e¨enviKvixi e¨w³MZ b¤^i (Personnel Number) Ges Aby‡gv`b cÖ̀ vbKvix KZ…©K Kw¤•DUvi md&UIq¨vi 
e¨nviKvixi cÖ_g Aby‡gv`‡bi ZvwiL wjwce× Ki‡Z n‡e|  
 
md&UIq¨vi e¨envi msµvš � Z‡_¨ Aby‡gv`bcÖvß Kg©KZ©v/Kg©Pvix KZ…©K e¨eüZ Kw¤•DUvi mdUIq¨v‡ii bvg, Kw¤•DUvi 
mdUIq¨v‡i e¨enviKvixi BDRvi †j‡fj, BDRvi AvBwW, Kw¤•DUvi md&UIq¨vi e¨enviKvixi eZ©gvb Ae¯’v (A¨vw±‡fU/ 
wWA¨vw±‡fU/ wigyf), Aby‡gv`bcÖvß Kg©KZ©v/Kg©Pvixi c�Y© ¯^v¶i Ges Aby‡gv`b cÖ`vbKvixi c�Y© ¯^v¶i wjwce× Ki‡Z n‡e| 
md&UIq¨vi e¨envi msµvš � Z†_¨ hLbB †Kvb cwieZ©b mvwaZ n‡e ZLb cwieZ©b msµvš � GKwU bZzb Gw›Uª w`‡Z n‡e| A_©vr hw` 
BDRvi †j‡fj cwieZ©b nq Z‡e GKwU bZzb Gw›Uª w`‡Z n‡e| Z ª̀“c hw` †Kvb BDRvi‡K A¨vw±‡fU/ wWA¨vw±‡fU/ wigyf Kiv nq 
†mRb¨I GKwU c„_K Gw›Uª n‡e Ges cÖ‡Z¨KwU Gw›Uª md&UIqvi e¨enviKvix I KZ…©c‡¶i c �Y© ¯^v¶‡ii gva¨‡g cÖZ¨wqZ Ki‡Z 
n‡e| 
 
GZ‡`v‡Ï‡k¨ Aby‡gv`b c‡Îi GKwU bgybv (Annexure-D) ms‡hvwRZ n‡jv| kvLv I Awdm mg�n 31-12-2008 Gi g‡a¨ 
kvLvi/Awd‡mi cÖ‡Z¨K e¨enviKvixi Rb¨ c„_K c„_K Aby‡gv`bcÎ cÖ`vb Ki‡e Ges Zv fwel¨‡Z wbix¶vi cÖ‡qvR‡b NUbv 
µgvbyhvqx h_vh_fv‡e msi¶Y Ki‡e|  
 
Virus Protection (fvBivm wbqš�Y)  
 
cÖ‡Z¨K †W·Uc/j¨vcUc Kw¤•DUv‡i Updated Virus guard Bbój _vK‡Z n‡e Ges wbqwgZ Virus †PK/A‡Uv †PK Ki‡Z 
n‡e| cÖ‡Z¨K mvf©vi I Kw¤•DUv‡i Gw›UfvBivm md&UIqvi _vK‡Z n‡e| fvBivm MvW© A‡Uv‡cÖv‡U± †gv‡W _vK‡e| Gw›U fvBivm 
md&UIqvi me mgq Avc‡W‡UW _vK‡Z n‡e| cÖ‡Z¨K e¨enviKvix‡K fvBivm m¤^‡Ü ÁvZ I cÖwkw¶Z Ki‡Z n‡e| 
 
Internet and E-mail (B›Uvi‡bU I B- †gBj) 
 
†bUIqvK© Gi mv‡_ hy³ Kw¤•DUv‡i B›Uvi‡bU ms‡hvM wb‡Z n‡j Aek¨B  dvqviIqv‡ji gva¨‡g ms‡hvM wb‡Z n‡e|  
†h‡Kvb B-†gBj Open Kivi mgq Virus †PK Ki‡Z n‡e| 
 

 
Pjgvb cvZvt 6 

 
 
 



 

cvZvt 6 
 
 
 
 
Backup/ Restore (e¨vKAvc/wi‡óvi) 
 
cÖ‡Z¨K Kg©w`em (Kw¤•DUvi wfwËK KvR †kl nIqvi ci) kvLvi/Awd‡mi me WvUvi e¨vK Avc wb‡Z n‡e| Documentation 
(wb‡`©kbv wjwce×KiY) ch©v‡q ewY©Z Awdm AW©v‡i e¨vK Av‡ci Rb¨ we �̄vwiZ wb‡ ©̀kvejx Rvwi Ki‡Z n‡e| e¨vKAv‡ci Rb¨ 
GKwU e¨vK Avc †iwRóvi e¨envi Ki‡Z n‡e †hLv‡b e¨vK Avc MÖnYKvix Ges mycvifvBRvi ^̄v¶i Ki‡eb| e¨vKAvc wgwWqv‡Z 
e¨vKAvc WvUv, ZvwiL BZ¨vw` Z_¨ ¯•ófv‡e wjL‡Z n‡e| e¨vK Avc †bqvi ci ciB e¨vK Av‡ci GKwU Kwc kvLvi wbivc` 
RvqMvq ivL‡Z n‡e| gvwmK  e¨vK Av‡ci GKwU Kwc AvÂwjK Kvh©vj†q ‡cÖib Ki‡Z  n‡e Ges lvš§vwmK I evwl©K e¨vKAv‡ci 
Kwc Z_¨ cÖhyw³ wefv†M ‡cÖib Ki‡Z  n‡e | Kgc‡¶ ˆÎgvwmK wfwË‡Z e¨vK Avc wi‡óvi K‡i Gi Kvh©KvixZv cix¶v K‡i †`L‡Z 
n‡e| 
 
 cÖ†Z¨K kvLv, AvÂwjK Kvh©vjq, cÖavb Kvh©vj‡qi wefvM/Awdm mg�n‡K Dc‡iv³ wb‡ ©̀kbvejx h_vh_fv‡e cwicvjb K‡i cÖavb 
Kvh©vjq, Z_¨ cÖhyw³ wefvM‡K wbwðZ Ki‡Z n‡e|  
 
Dc‡iv³ wel‡q †Kvb e¨vL¨vi cÖ‡qvRb n‡j mivmwi Z_¨ cÖhyw³ wefv‡Mi  wmwbqi wm‡óg Gbvwjó Rbve KvRx AvjgMxi I Rbve 
†`‡e› ª̀ P› ª̀ `vm Ges mnKvix gnve¨e ’̄vcK Rbve †gvt bRi“j Bmjvg Gi  mv‡_ †hvMv‡hvM Ki‡Z n‡e| 
 
cÖvwß ^̄xKvi I cwicvjb wbwðZ Kivi Rb¨ ejv n‡jv| 
 
 

 
 
 
weZiY t 

1. e¨e ’̄vcbv cwiPvjK Ges wmBI g‡nv`‡qi mwPevjq, AMÖYx e¨vsK wjwg‡UW, cÖavb Kvh©vjq, XvKv| 
2. Dc-e¨e¯’vcbv cwiPvjK -1, g‡nv`‡qi mwPevjq, AMÖYx e¨vsK wjwg‡UW, cÖavb Kvh©vjq, XvKv| 
3. Dc-e¨e¯’vcbv cwiPvjK -2, g‡nv`‡qi mwPevjq, AMÖYx e¨vsK wjwg‡UW, cÖavb Kvh©vjq, XvKv| 
4. mKj gnve¨e¯’vcK, AMÖYx e¨vsK wjwg‡UW, cÖavb Kvh©vjq, XvKv/PÆMÖvg/ivRkvnx/Lyjbv/ewikvj/wm‡jU| 
5.  mKj wefvMxq cÖavb, AMÖYx e¨vsK wjwg‡UW, cÖavb Kvh©vjq, XvKv| 
6. cwiPvjK, AMÖYx e¨vsK †Uªwbs BbwówUDU, bqvcëb, XvKv| 
7. mKj AÂj cÖavb, AMÖYx e¨vsK wjwg‡UW, AvÂwjK Kvh©vjq, evsjv‡`k| 

 
mshyw³t 

1. ICT Policy (7 cvZv), 
2. Annexure A-E (5 cvZv), 
3. Acknowledgement Receipt (1 cvZv) | 
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1.  Preamble 
 
1.1  Information and Communication Technology (ICT) is a key driver for socio-

economic progress and development. Promotion of ICT in various sectors of 

the economy is, therefore, fundamental to ensuring greater welfare of the 

society through efficient delivery of services. However, it is extremely 

important to establish transparency in the service delivery systems to make 

them open and visible. This is even more important in the banking sector 

because banks deliver services to their clients by creating products designed 

to suit specific needs. In addition, the significant volume of information that 

banking services generate requires speedier processing, storage, retrieval and 

dissemination for operational efficiency.  To cope with these demands and to 

stay relevant with the pace of changes in the banking landscape, a migration 

to systems driven by ICT is inevitable.  

1.2  Given the level of ICT penetration in the banking sector, it is essential that the 

systems developed over time are sustained, properly managed and protected 

from misuse and unauthorized access. This calls for a consistent policy to 

guide actions required to develop and upgrade ICT in banking business 

environment. 

1.3  This document formulates the ICT Policy of Agrani Bank Limited (ABL) which 

covers all computing and communications facilities including all hardware, 

data, software, networks and facilities associated with information resources. 

The document also explains the background and constraints within which the 

current ICT systems were developed and presents the future built upon the 

experience of the past.  

1.4  This policy is inline with the ICT guidelines issued by Bangladesh Bank for 

scheduled banks and financial institutions.  It is supplemented by all other 

banks policies and by the policies of those networks to which the bank is 

interconnected, including applicable government laws regarding information 

technology. 
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2.  Background 

2.1  Agrani Bank Limited started using computer technology for automation of its various 
banking operations since pre-liberation, and many important jobs of the bank are 
currently automated. The Information Technology (IT) Division of the bank 
responsible for managing automation of banking operations is well equipped with IBM 
Midrange (AS400) computers and latest microcomputers and staffed with trained and 
experienced personnel. The bank uses its in-house software for processing most of 
the jobs performed in IT Division. The major jobs, handled in IT Division, includes  
inter-branch reconciliation, foreign bank accounts reconciliation (Nostro Accounts), 
consolidation of Statements of Affairs / Income & Expenditure Statements, Personnel 
System, Pay-roll of Head Office employees etc. 

2.2  Agrani Bank Limited has grown significantly over the years in branch automation. Till 
date 241 branches out of its total 866 branches are computerized.  Nine big branches 
of the bank are using branch banking solution in Mid-range (AS400) platform 
designed, developed and maintained completely by IT Division of ABL. Another 232 
branches of the Bank are using LAN based Branch Banking Software supplied by 5 
different vendors.  

2.3  All 52 zonal offices of the bank have been using computers to perform day-to-day 
activities and are now connected with Internet. A software (Zonal Office Solution) has 
been developed and installed by IT Division to all the zonal offices. With this software, 
zonal offices compile all data related to Statement of Affairs and Profit & Loss 
statement from each branch under them, and send these to the Head office through 
internet where consolidated statements as well as various MIS reports are prepared.  
SWIFT Service is available in 14 AD (Authorized Dealer) branches of the bank to 
facilitate foreign trade operations that include quick disposal of LC’s, foreign 
remittances etc. 

2.4  Agrani Bank Limited has introduced ATM services for its customers since 2002. ATM 
card holders can withdraw cash from 19 ATM booths located at different places of 
Dhaka, Chittagong and Sylhet. The card holders can also make payment of utility bills 
such as gas, water, telephone bills using the ATM cards.  

2.5  Agrani Bank Limited has its website (www.agranibank.org) with updated information 
of the Bank. Agrani Bank Limited also has its own mail server to provide e-mail 
facilities to concerned officials of the bank.  

2.6  Currently, Agrani Bank is facing challange in operating software procured from 
different vendors due to dissimilarity of operating procedures, and platform and 
consequent incompatibility. It has therefore, become necessary for the bank to take 
appropriate steps to migrate to its own software to be developed immediately. 
However, in developing or purchasing software bank should be careful about its 
competitiveness in the market and compatibility with the current and future business 
environment as well as with other banks. 

2.7  While formulating the policies, their applicability at all tiers (Tier 1 through Tier 3) as 
defined in Bangladesh Bank ICT Guidelines for scheduled banks and financial 
institutions were taken into account. 
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3.  ICT POLICIES 

Against the backdrop as explained in the preceding section, the following policies 
have been formulated to realise the ICT vision of the bank. 
 
4.  Vision 
 
To harness the potential of ICT as a key contributor to the growth and development 
of banking business and services of Agrani Bank Limited. 
 
5.  Scope 
 
This ICT Policy is a subset of the Bank’s corporate governance policies, providing a 
systematic framework around which these policies have been formulated, with 
particular emphasis on the security of information and information systems and also 
on the Communication System. This covers all aspects of information that are 
electronically generated, received, stored, printed, scanned, and typed.  
This policy is applicable to all of the Bank’s ICT systems and  all activities and 
operations required to ensure data security including facility design, physical security, 
network security, disaster recovery and business continuity planning, use of 
hardware and software, data disposal, and protection of copyrights and other trade 
related aspects of  intellectual property rights. 

 
 
6.  Objectives of the policy 
 

 To ensure a dependable information system for efficient management and 
operation of the bank; 

 To promote and facilitate widespread use of ICT in all banking operations; 
 To use ICT to ensure enhanced efficiency in service delivery to the clients; 
 To develop a large pool of trained ICT manpower to mange and sustain the 

systems currently in place and to be developed in future; 
 To install  appropriate safeguards  against unauthorized access to the systems 

installed;  
 To ensure protection of all ICT infrastructures and assets from any misuse and 

disaster 
 
 
 
 
7.  Policy Statements 
 
The policy statements have been structured around the objectives of the policy to 
provide guidance for the action points required for its implementation. 
 

7.1  Security Policy  
 
7.1.1  Physical Security 
 
Physical security denotes providing environmental safeguards as well as controlling 
physical access to equipment and data. Adequate physical securities are to be 
ensured for all ICT assets to prevent any loss or damage from external sources.  
 
 
 
 
 
 
 
 



 5

7.1.2  Data and Programme Security 
 
Data and equipment should be protected from internal and external threats. Data, the most 
valuable asset for Bank’s operations, should be protected from any level of intruder. To avoid 
fraud and forgery and to prevent unauthorized access, data and equipment should be 
maintained in a secured environment. 
 

 Passwords should be maintained with utmost secrecy to prevent unauthorized 
persons from any inappropriate use of ICT resource.  

 Servers which contain/store valuable computing resources of the bank should 
be maintained properly to prevent any kind of unauthorized intrusion or 
damage to it. 

 Gaining access into valuable information resources from remote locations 
through intranet or internet is to be restricted to prevent any kind of damage to 
it. 

 All computer users must take steps to avoid viruses and if virus is detected, 
immediate action is to be taken to neutralise its effect on the computer system. 

 
 
 
7.1.3  Business Continuity and Disaster Recovery 
 
The consequences of disaster, security failures and loss of services should be 
analyzed. Contingency plans should be developed and implemented to ensure that 
critical process could be restored within the required time scale.  The plans, in turn, 
should be maintained and practiced as an integrated component of all other 
management processes. The plan should also be accepted as such by staff 
members, suppliers and contractors. Bank should make appropriate plans for 
restoration of system functions as soon as possible in case of any dislocation in the 
IT system.  Availability of all sorts of measures like mirroring, embedded data backup 
system, establishment of DRS etc should be ensured. 
 
 
7.2 Network Policy 
 
The network design and its security should be implemented under documented plan 
and network  access control as well as physical security for the network equipments 
should be ensured. 
7.3  Internet and E-mail Policy: 
 
All internet connections should be routed through firewall for PCs connected to 
network and should be separated from network dedicated to core activities of the 
bank to ensure integrity, reliability and confidentiality.   
Email must be used carefully to avoid viruses and to avoid releasing confidential 
material. 
 

7.4   Web Policy 

Agrani Bank's website should be used to display only bank related information and 
the contents should not be modified without proper authorization. 
 
7.5  Insurance Policy   
Insurance coverage should be provided in order to minimize the costs associated 
with loss and/or damage to hardware/software.  
7.6 Health security 

Appropriate measures should be taken to keep workplaces free from radiations and 
other health hazards and users should be well trained about the possible health 
hazards of using different ICT equipment.  
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 7.7  Procurement Policy 
 
All procurements should be made in a transparent manner through open and 
competitive bidding. Where bulk procurement is possible, piecemeal procurements 
should be avoided. A specific outfit should be established in the headquarters to 
guide and manage the procurement process. Procurement should be made 
observing the highest standard of financial propriety to maximum economy. 
 
7.7.1  Hardware 
 
Hardware procurement should be made consistent with the current business 
requirements of the bank duly assessed by a competent committee appointed by the 
management.  
 
7.7.2  Software  
 
Bank will endeavor to purchase only the most recently upgraded versions of software 
and/or those in wide use in the industry and are compatible with the hardware in 
place.  
In procuring hardware and software bank will strike a balance so that too many types 
are not added which may necessitate keeping too many inventories and making the 
system vulnerable to incompatibility.  
 
 
7.8 Software Development Policy 
 
All in-house software development activities shall be guided and monitored by the 
ICT Division, Agrani Bank Limited, Head Office. Security should be included at the 
requirement analysis stage of each development or acquisition project. 
 
7.9  ICT Training Policy 
 

 A detailed training needs assessment must be undertaken to identify and 
document training needs 

 Employees should be given adequate training on the aspects of importance 
and awareness of ICT security before their deployment in ICT jobs. 

 Training should be coordinated with the implementation of any proposed 
systems so that no significant delays occur between commissioning and user 
training  

 
7.10  Outsourcing Policy : Certain areas of business related to ICT to bring in 
enhanced efficiency may be outsourced.   
7.11 Business Process Re-engineering Policy 
The management should commission appropriate study to redesign the business 
processes to achieve improvements in performance, such as cost, quality, service, 
and speed.  
 
7.12  Documentation Policy 
 
The systems already in place and to be developed further to meet future 
requirements should be documented according to standards set by the management. 
Any changes in the systems should also be appropriately reflected in the documents 
to facilitate further improvements in the systems design. Complete technical and user 
documentation must be provided for the systems together with regular updates in 
hard and soft copy form.   
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7.13 Internal ICT Audit Policy 
 
Internal ICT Audit should be carried out periodically (at least once a year) and the 
report should be preserved for inspection by Bangladesh Bank officials or Bank 
management or persons selected from the ICT Division as and when required. 
 
7.14  Inventory Management Policy 
 
Inventory of all kinds of assets, such as information assets, hardware, software, 
licenses etc must be maintained for keeping track of all these assets. All data, 
equipment and associated storage media must be destroyed or overwritten before 
sale, disposal or reissue. 
 
7.15  Systems Maintenance Policy 
 
The bank should establish a support unit responsible for trouble shooting using a 
mechanism appropriate to ensure efficient handling of the trouble and having facility 
to keep records of events relating to trouble shooting.    

8.  Enforcement and Implementation of the Policy 

Failure to adhere to the ICT Policy could result in suspension of usage privileges. 
Users who violate this policy will be subjected to bank's disciplinary processes and 
procedures including, but not limited to, those laid down in the existing Service Rules 
of the bank. 

This policy document along with standard operating procedures should be published and 
made available and accessible to all concerned persons, authorities and organizations 
related to ICT operations in AGRANI BANK LIMITED. This policy is to be implemented 
phase-wise starting from the areas of priority to be decided by the management. There 
should be strict monitoring by the IT Division or concerned authority that the policy is 
being followed by the concerned persons. 

9.  Conclusion 

This document sets out the policies taking into account the current and future 
business environment as well as weighing the technical issues and the alternatives 
available. It also focuses on the future course of information systems that is 
implementable and sustainable. The policy will be supplemented by a time bound 
action plan to take the ICT agenda forward. To respond to the emerging changes in 
ICT and also to ensure its continued relevance, the Policy may be amended / modified from 
time to time. 

  

 



Annexure-A 
AGRANI BANK LIMITED 

.....................Branch/Division 
 

Change Request Form 
 
Reference : ......................................                                                                       Date : .................. 
 
Section I : Requester Information : 

Branch/ Division Name    : ........................................................................... 

Submitted by                    : ........................................................................... 
Change Description         :  ........................................................................... 
Change Purpose      : ...........................................................................  
Request Date                    : .......................................................................... 
 
 
Section II : Approvals : 
The undersigned agree and accept the change documented on this form.: 
 
Name   : .............................................................  
Designation  : ............................................................. 
Comments  : ............................................................. 
Date   : ............................................................ 
 
 
Signature & Seal  : ............................................................ 
 
 
Section III : Implementer Details : 
 
The undersigned has implemented the requested change on this form: 
Change reference No.   : ...................................... 
Date of Change Implementation : ....................................... 
Change Implementation Details : ....................................... 
 
Was Change done successfully?                  Yes     No. 
 
Name    : ............................................................................. 
Designation  : ............................................................................. 
 
Signature & Seal : ............................................ 

(Requester) 
Signature & Seal 

 
(Head of Branch/ Division) 

 
 
 
 
 



Annexure-B 
AGRANI BANK LIMITED 

             ............................... Branch/Division 
 

User Acceptance Test (UAT) 
 
Reference :  ..................................                                                               Date : ..................... 
 
Application/ System Name :  .......................................................................                                                              
 
Change Request Reference : ......................................................................                                                                
                                                                                                                    Date: .......................... 
 
Test Scope (Detail plan of test): 
 
...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

................................................................................................................................................................... 

Expected Result : 

Actual Result    :    

User Acceptance Test  Fail  Success  

   

   

   

   

   

   

   

 

Comments : 

 

 

 

Signature & Seal : 



 
Annexure-C                 

AGRANI BANK LIMITED 
.........................Branch/Division 

 
Request Form                   

(To be used for Problem/Request Management) 
 
Reference :   .................................................                                                          Date : .................... 
 
Section I : Requester Information : 
Branch/ Division Name : ........................................................................... 
 
Submitted by        : ........................................................................................... 
 
Contact No.          : ........................................................................................... 
Problem/Request 
               Details   : ........................................................................................... 
 
Justification         : .......................................................................................... 
 
Request Date       : ........................................................................................ 
 
 
Signature & Seal : 
    (Requester) 

Signature & Seal 
(Head of Branch/ Division) 

 
Section II : Approvals : 
 
The undersigned agree and accept the documented on this form. 
 
Name            : .......................................................................................... 
Designation  : .......................................................................................... 
Comments    : .................................................................................... 
Date              : ................................................................................... 
 
Signature & Seal : 
  
Section III : Implementer Details : 
 
The undersigned has implemented the requested on this form. 
 
Request reference No.                   : ............................................. 
Date of Request Implementation   : ............................................ 
Request Implementation Details    : ........................................... 
Was Request done successfully?                  Yes     No. 
 
Name                    : ............................................................................. 
Designation          : ..............................................................................  
 
Signature & Seal  : ............................................................................ 



 
 

Annexure-D   
AGRANI BANK LIMITED 

            ..............................Branch / Division  
 

COMPUTER USER APPROVAL FORM 
 

Name   : .............................................................. 
Father's Name : ............................................................. 
Designation     : ............................................................. 
Personnel no   : ....................                                                                      
First Approval Date : ............................ 
 

Action Approved By (Full 
Signature) 

Sl Software User Level User ID 

Activated 
Inactivated 
Removed 

Date Signature of 
the USER 

Officer Manager 

        

        

        

        

        

        

        

        

        

        

        

 
 

 
 
 
 

 
 
 

Form Number :..............



 
AGRANI BANK LIMITED 

Annexure-E 

Division Code 

Name of Division/Office Code Name of Division/Office Code 

Agrani Bank Training Institute 20001 Real estate &  Engg. Division 20026 
Audit & Inspection Division 20002 Reconciliation Division 20027 

Audit Implementation Division 20003 Remittance management 
Division 20028 

Board Division 20004 Rural Credit Division 20029 
Branch Control Division 20005 SME & Micro-credit Division 20030 
Central Accounts Division 20006 Chairman's Secretariat 20031 
Common Services Division 20007 MD's  Secretariat 20032 
Currency Management Division 20008 DMD-1  Secretariat 20033 
Devt. Coordination Division 20009 DMD-2   Secretariat 20034 
Disciplinary Action Division 20010 GM-ID  Secretariat 20035 
Fund Management Division 20011 GM-Recovery  Secretariat 20036 
General Credit Division 20012 GM-Credit  Secretariat 20037 
Human Resource & Appeal Div. 20013 GM-operation  Secretariat 20038 
Industrial Credit-1 Division 20014 GM-Admin  Secretariat 20039 
Industrial Credit-2 Division 20015 GM-ID  Secretariat 20040 
Information Technology Division 20016 Chittagong Circle -Liason ofiice 20041 
Inter. Trade Division 20017 Khulna Circle -Liason ofiice 20042 
Law Division 20018 Rajshahi Circle -Liason ofiice 20043 
Loan Classification Division 20019 Barisal Circle -Liason ofiice 20044 
Loan Recovery Division 20020 Sylhet Circle -Liason ofiice 20045 
MDS Squad Division 20021  20046 
Personnel Division 20022  20047 
Planning Research & MIS 
Division 20023  20048 

Printing & Stationary Division 20024     
Public relation Division 20025     



Agrani Bank Limited 
ICT Policies 

 
Acknowledgment of ICT Policy and Instruction Circular No. IT/81 dated 15/10/2008. 

 
This form is used to acknowledge receipt of and compliance with the Agrani Bank Limited's ICT 
Policy and related Instruction Circular No. IT/81 dated 15/10/2008.  
Procedure: 
Complete the following steps:  

1. Read the ICT Policy and Instruction Circular No. IT/81 dated 15/10/2008.  
2. Sign and date this form in the spaces provided below.  
3. Return this page to Information Technology Division, Head Office, Dhaka.  

 
Signature: 
By signing below, I agree to the following terms:  

(i) I have received and read a copy of the ICT Policy and related Instruction Circular and 
understand and agree to the same.  

(ii) I understand and agree that I am not to modify, alter, or upgrade any software programs 
or computer equipment provided to me without the permission of the Information 
Technology Division.  

(iii) I understand and agree that I shall not copy, duplicate (except for backup purposes as part 
of my job), or allow anyone else to copy or duplicate any information or software.  

(iv) I understand and agree I must make reasonable efforts to protect all data, software and 
equipment from theft and physical damage. 

(v) I agree and promise to ensure Complience of ICT Policy and related instructions 
contained in the Instruction Circular No. IT/81 dated 15/10/2008.  

 
 
 

 
 

Signature of the Employee 

 
 

Date 
 
 

Name of the Employee 

 

1. 

 
 

Designation of the Employee 

 
 

Division/Branch/Office 

 
 

Signature of the Employee 

 
 

Date 
 
 

Name of the Employee 

 

2. 

 
 

Designation of the Employee 

 
 

Division/Branch/Office 

 
 

Signature of the Employee 

 
 

Date 
 
 

Name of the Employee 

 

3. 

 
 

Designation of the Employee 

 
 

Division/Branch/Office 
 


