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Preface

Bangladesh is one of the fastest growing economies in the world and looking forward to
transforming itself into a developed economy by 2044th the development of technolpg

and diverse trading practices, criminals these days are in a position to change their strategy off
and on to divert attention of law enforcement agencies to launder money abroad. The
Financial Action Task Force (FATF) recognized TBML as one of the nragthods by
which criminal organizations and terrorist financiers disguise the proceeds of crime and move
money through trade transactions in an attempt to leggirthieir illegal origins or finance

their activities. TBML has become one of the most soplaittd methods of cleaning dirty
money and an increasingly important channel of money launddrikg. many countries,
Bangladesh is said to be getting affected greatly by "TBaded Money Laundering (TBML)

and related illicit fund flows According to Gobbal Financial Integrity (GFI) report,
Bangladesh is one of the top countries facing the TBML which is a significant threat to
growth and sustainable development.

To fight against TBML risks Bangladesh is fully committed to remain at the forefront of
global efforts.In line with the international initiatives and standards, Bangladesh has also
enacted Money Laundering Prevention Act (MLPA), 2012 (AmendiB@h%) and Anti
Terrorism Act (ATA), 2009 (as amended in 2012 & 2013).

Bangladesh Financial Intelligee Unt (BFIU) issued Guidelines foprevention oftrade

based money laundering (TBML) vide BFIU circular no.24, dated 10 December 2019. The
circular has orderedll scheduled banks operating in Bangladeslestablish structures and
implement processes tounter traddased money laundering (TBML).

To comply with the requirement of Bangladesh drcdal Intelligence Unit (BFIU),
Agrani Bank Limited h a s p r é&pidelinesdfor firevention of tradesed money
laundering (TBML)P o n t h efiGlideliees for prévention of trademased money
 aunder i n ghe GuddelineB &irh &t guiding how TBML risk emerges, when a bank
should be alert and how due diligence measures should be applied.

Every branches of Agrani Bank Limited should implement tlaetpres that the Guidelines
recommend to improve their counter TBML/TF measures, taking into consideration the
TBML/TF risks to which they are exposed.
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Chapter 1: Introduction

1.1 Background

According to Global Financial Integrity (GFI) report, Bangladesh is one dbfheountries
facing the TBML which is a significant threat to growth and sustainable development. "lllicit
financial flows are the most damaging economic problems faced by the world's developing
and emerging economies”.

Criminals change their strategyf@nd on to divert attention of law enforcement agencies.
Unless and until society gets affected intensely, it rarely responds. Likewise trade based
money laundering drew attention of global bodies not long ago. Only in 2006 the Financial
Action Task Forcg FATF) recognized trade based money laundering as one of the major
methods by which criminal organizations and terrorist financiers move money for the purpose
of disguising its origins and integrating it back into the formal economy. And in 2008 FATF,
inits best practi ce p abpsed money tamnteengnd ferfonse t er m
financing (TBML/TF) refers to the process of disguising the proceeds of crime and moving
value through the use of trade transactions in an attempt to legitimise thyzit drégins or
finance t heAccordirgda a report af €ranéparency mmational Bangladesh
(TIB), sum $3.1 billion or Tk. 26,400 crore is being illegally remitted from Bangladesh a
year. The most common TBMhbvolve fraudulent trade practissuch as:

a) Overinvoicing of goods by the exporter, so the importer transfers greater value to the
exporter in the form of a payment in excess of the market value of the goods being
shipped.

b) Underinvoicing of goods by the exporter, so the exporter feaagyreater value
to the importer by shipping goods of greater value than the invoice amount.

c) Multiple invoicing for goods, so the importer transfers more value to the exporter.

d) Over and undesshipment of goods. In the first case the exporter trangfeeater
value to the importer; in the second the importer transfers greater value to the
exporter.

e) Describing goods on the invoice and other documentation as being of a higher
qualityd and therefore a higher valdie than they actually are, so the importer
transfers greater value to the exporter.

f) Shipping something other than what is invoiced, shipping nothing at all with false
invoices and falsely describing goods and services etc.

Like many countries Bangladesh is also affected by trade based money ilayratet
ensuing illicit outflow. Concerns in this area are almost unanimously agreed by all relevant
agencies and authorities.



Against such backdrop to combat TBML/TF the Guidelines make some recommendations to
guide effective control measures; howeweey do not modify or supersede any applicable
laws, regulations and requirements applicable tabaliks operating in Bangladeshhe
Guidelines must be read together with the following Laws, Rules, Regulations and
Guidelines:

Money Laundering PreventioAct, 2012(Amendmeni2015)

Money Laundering Prevention Rules, 2019;

Anti-Terrorism Act, 2009As amended in 2012 & 2013)

Anti-Terrorism Rules, 2013;

Foreign Exchange Regulations Act, 1947;

Customs Act, 1969;

The Import and Export Control Act, 1950

Importers, Exporters anlddentos (Registration) Order, 1981;

Value Added Tax Act, 1991;

Import Policy Order and Export Policy in force;
k) Rules, Govt. SROSs, Circulars, Circular letters, Guidelines, instructions

iIssued by relevant authorities/regulato

1.2 Scope, Area and Applicability of the Guidelines

Se@ o o0 o

— —

a) The Guidelines are meant for mitigation of money laundering, terrorist financing and

proliferation financing of weapons of mass destruction risks. o
b) Though recommendations of the Guidelines are mainlghe trade related activities of
b) Branchesvith their customers and relevant third parties, trade based money laundering

risks of bankto-bank relationships should also be taken adequate care of.

c) Instructions given in the Guidelines arephgpable to all authorized dealer branshe
(ADs), Off-shore Banking Unit (OBYand divisioneengaged in trade related activities.

1.3 Products & Services Related to Trade

Though exhaustive list of trade related products and services are not practicaiae,
indicative examples of products or services that fall within the scope of the Guidelines are:

a) All types of Commercial Documentary Credits

b) All types of Bank Guarantees

c) All types of Standby LCs

d) All types of Bills for Collections

e) Open Account Traractions

f) Cash in Advance

g) All kinds of trade finance and payments

h) Import and export of services and software.

i) Trade finance products (such as factoring, forfeiting, etc.) which do not exist or
are not allowed in Bangladesh have not been covered in ghétglines. Before
such products are allowed, ML & TF risks of these products be assessed and
consulted with BFIU.



1.4 Scope/Definition of Customer

Any person or entity maintaining an account or a business relationship of any type, the
beneficial owner bthe account or business relationship, the person or entity involved in a
financial transaction that may pose reputational or other risk to the institution is a customer.
In any single transaction through banking channel, there must be at least tws partie
involved. Depending on the nature of transaction, there may be engagement of three or more
parties in a single transaction. Outside the banking channel, there are also some other
intermediaries involved in trade.

1.4.1 Parties Involved and Their Rolen Trade

Many parties actively participate in international trade in various points and they differ from
one country to another based on the local regulatory requirements involved in the process.
Even the parties involved in import are slightly differémm those in export. The major
players in import and export business are as follows:

1.4.1.1 Major Parties and their Role in Import

The importer is the primary player in the import market and other participants have their
respective roles. Roles arg ander:

a. Buyer and seller furnishes sale/purchase contract.

b. Exporter supplies the goods/services as per the terms agreed in the LC/Contract.

c. Shipping Lines/Airlines/ Transport Agency
to the i mporterds end.

d. Port Authority is the custodian of the goods till those are released properly.

e. Customs Authority is responsible to assess collect dt#iess, issue release order for
the imported goods and combat trade based money laundering.

f. Clearing Agent acts as the agehimporter to release the goods from the customs.
g. Indentoris the agent of exporter.

10



The process flow in a documentary credit

Among the trade payment methods mostly followed in Bangladesh are documentary credit
and documentary collectio In a documentary credit process, the issuing banks have primary
obligations in the transaction. The process flow is as under:

-

Port/Customs Port/Customs
; _— : —
T T« & Transport goods Authority _
5. Arrange shipment

13. Release goods
Forwarding
Agent

5. Supply goods

Clearing Agent
14. Receive goods

Exporter/

Importer/ 1. Sign contract

Buyer Supplier o

=

£ SNl |x

2 @ [+ P @

% § % 2.Request L/C 4. Authenticate § ﬁ E

¢ 2t and send L/C =8| |3

s o8 g
E -~ T J

1 |_ i,

| > 3.Issue LIC ———p ]I[[

Hsuingbank Advising bank Nominated bank

T— 9. Forward documents & Claim reimbursement 4' T

10. Reimburses

a. The Buyer (importer) and the seller (exporter) furnish sale/purchase contract.
b. The appliant (Buyer) requests the issuing bank to open documentary credit on
account of the buyer.

c. Theissuing Bank issues the credifanoursof the beneficiary and
transmits through the advising bank (usually).

d. The advising bank advises the credit to the beiaey (Seller).

e. The beneficiary ships the goods, prepares, collects & collates the required
documents under the credit and presents to the nominated bank (usually).

f. The nominated bank forwards documents to the issuing bank/confirming bank.
Nominated bak canhonornegotiate documents. make payments and claim
re-imbursement if documents are in order as per LC terms.

g. Issuing bank on receipt of complying presentation and /or obtaining documents
effects payment to the beneficiary and/or nominated nthe case may be.

h. The applicant releases documents from the issuing bank.
I. The applicant clears the goods from the customs through his appointed clearing
agent.

11



1.4.1.2 Major Parties and their Role in Export

Though the process of export is literahe reverse to the import, some participants change
their roles in the process. However, the exporter is obviously the primary player in the market
and the other players in the process support export surrounding the primary player. The roles
of the partis are as follows:

Buyer and seller furnishes sale/purchase contract.

LC issuing Bank issues the LC.

LC Advising Bank advises the LC to the exporter/supplier.

Exporter ships the goods to the importer/buyer or named destination.

Forwarding Agent acts dke agent of exporter to arrange shipment of the goods.

-~ 0 2 0 T ®

Shipping Lines/Airines/Transport Agency transporth e goods from suppl
the buyerodés end.

g. Exporter prepares, collects and submits docs to bank.
h. LC issuing bank makes payment to the etgroas per the terms agreed in the LC.
i. Port Authority is the custodian of the goods.

J.  Customs Authority is responsible to assess, collect diziess and allow goods to
export from exporting country and permits goods to release.

k. LC Nominated Bank honas/negotiates/prepays/purchases/discounts the documents.
I. Indentoris here the agent of buyer.

12



The process flow in a documentary collection

Under documentary collection, Banks involve in the transaction without incurring its
own payment undertaking &¢ process flow (from exporter perspective) is as under:

DOCUMENTARY COLLECTION PROCEDURE

PRINCIPAL DRAWEE
(Seller/£ xporter) (BuyerAmporter)
T N
M‘ Goods

Presentation

2 of documents —
Payrent/ = > |

Acceptance 2

Collection ¥$ £ )

order !
Payment/
Acceptance
&)
Collection order

_—
REMITTING BANK © COLLECTING BANK
(Seller's Bank) Payrnent/Acceptance (Buyer's Bank)

The diagram below illustrates each numbered step:

The Buyer (importer) and ¢hseller (exporteragree on the terms of sale of goods by
sale/purchase contraby (a) specifying documentary collection as the means of payment;
(b) naming a collecting/presenting bank (usually the buyer's bank); and (c) listing required
documents. Té exporter/seller (i.e., principal) ships the goods to the importer/buyer (i.e.,
drawee) and obtains a negotiable transport document (i.e., bill of lading) from the shipping

firm/agent.

1. The remitting bank sends documentshie designated collecting/presiey bank in
the buyer's country with instructions to present them to the buyer (i.e.,drawee ) and
collect payment.

2. The collecting bank sends documents to the presenting bank [sometime collecting
and presenting bank are same].

13



3. The presenting (i.e., dekting) bank: (a) reviews the documents making certain they
are in conformity with the collection order; (b) notifies the buyer about the terms and
conditions of the collection order; and (c) releases the documents once the payment
conditions have been me

4. The buyer: (a) makes a cash payment (by signing the draft), or if the collection order
allows, signs an acceptance (i.e., promise to pay at a future date); and (b) receives the
documents andlears the goods from the customs through his appointedngeari
agent andakes possession of the shipment.

5. The collecting bank pays the remitting bank either with an immediate payment or at
the maturity date of the accepted bill of exchange.

6. The remitting bank then pays the seller (i.e., principal).

1.4.1.3 Instruding Parties

In a trade finance transaction, banks are not always involved into transactions at the request
or instruction from its own customer . I n
party may be, for example, but not limited to:

For Instructing party Bankbés role as inst
_ Advising Bank, Nominated Bank, Confirming
Documentary Issuing Bank Bank, Transferring Bank
Credit e —
Advising Bank 2 ™ Advising Bank
" Collecting and/or presenting bank [if collecti
Remitting Bank g p g [
Documentary bank and presenting bank are the same]
Collection : P ting Bank, [if collecting bank and
Collecting Bank resen _mg ank, [if collecting bank an
presenting bank are not the same]
Cash In Ordering Customer/ . F
YAl Inward remittance receiving bank
advance institution
Guarantee
backed b
y Counter : , :
counter Guarantor, Advisor, Confirmer, Nominated
guarantor/Issuer/
guarantee person etc.
. : Guarantor
including
standby LC

14
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1.4.1.4 Counter Parties

There must be at least one counter party in a trade finance transaction. Counter party may be
for instances but not limited to as under:

For Counter Parties
Documentary Credit |Issuing Bank, Nominated Bank, Confirming Bank, Aduvisil

Bank, 2d Advising Bank, Beneficiary, and Applicant etc.

Documentary Principal, Remitting bank, Collecting bank, Presenting bank
Collection Drawee etc.

Cash in Advance Ordering Institution, Customer, Exporter etc.
Guarantee/Standby | Issuer, Counter guarantor, confirmer, guarantor etc.

LC Counter parties in trade finance transaction can be broe

categorizes in two forms:
Banks or financial institutions

L , o,
Any party other than banks or financial institutions

Depending on the risk and vulnerabilities of the instructing and counter parties mentioned
above brancheshall frame their detailed due diligence measures ewiith this guidelines,
relevant BFIU circulars, local regulations and international best practices.

1.4.1.5 Related Parties to Trade

In order to execute a trade transaction, there are inherently more parties involved other than
buyer and seller. For¢h pur pose of this guideline, those
tradeo. ARel ated parties to tradeo include
shipping lines, freight forwarders etc. Reasonable due diligence measures (i.ensanctio
screening/adverse media screening etc.), at least on TBML alerted transactions in a risk based
approach, should be conducted on fArel ated pa

1.4.2 Trade of Services

Lion share of trade is backed by underlying goods, however, tfaservice items such as
software, data entry, repair/renovation/refilled/overhauling, transporting, carrying, delivering
etc. is also on the rise. Service import and export therefore should be dealt with adequate due
diligence as scope and vulnerabildl service items to TBML is increasing day by day. All

the documents and invoices should be verified and checked whether the competitive price of
the service has been quoted or not. In software and service trade, certificate issued by BASIS
and documentsveencing customs assessment and payment of duties and taxes will not be
enough. Genuineness and reliability of the importer and supplier should be ensured so that
transactions arising out of such arrangement may not pose ML, TF and PF threats. Banks
shoutl guide trade processing staff on how to ensure them.

15



Chapter 2: Landscape of Trade Based Money Laundering in
Bangladesh

2.1 Introduction

This chapter provides an overview of trade based money laundering in Bangladesh. In
particular, the chapter higghts on regulatory framework as well as the scope and
vulnerabilities of Bangladesh trade. As this global offence of trade based money laundering

di ffers in extent and mechanism from countr
based money laundag has been depicted here to guadghorized dealer branches (ADs),
Off-shore Banking Unit (OBU) and divisions engaged in trade related activitesrds

adopting proper mitigation measures.

2.2 Regulatory Framework Governing Bangladesh Trade

Seveal Acts, regulations and instructions from competent authorities form the regulatory
framework of trade services in Bangladesh. The Foreign Exchange Regulation Act, 1947 lays
the foundation of regulatory framework by which the Bangladesh trade is mosédyngd.

The Import and Export Control Act, 1950 controls the import and export of goods to and
from Bangladesh, while the Customs Act, 1969 defines the operational customs procedures of
import and export in Bangladesh. The Bangladesh Bank Order, 1972 enspBangladesh

Bank (BB) as the Central Bank of the country to formulate and implement intervention
policies in the foreign exchange market and to hold and manage the official foreign reserves
of BangladeshThe Importers, Exporters ariadentos (Registraion) Order, 1981 empowers

the Chief Controller of Import and Export (CCI&E) to issue license as Import Registration
Certificate (IRC), Export Registration Certificate (ERC), Import Permit (IP) and Export
Permit (EP) to importer and exporter of Banglad&siperform trade. The Government of
Bangladesh formulates import and export policy for the country namely the Import Policy
Order (IPO) and the Export Policy for a three year period. BEPZA, BEZA, EZ and PEZ
regulations regulate the import and export of cgdeEconomic Zones. Various Ministries,
Departments and Divisions of Govt. import against permission of these authorities. Apart
from these, BB issues instructions under FERA in the form of FE circulars and FE circular
letters from time to time to regu&@foreign exchange market of the country. Guidelines for
Foreign Exchange Transactions (GFET) summarizes all the instructions issued for authorized
dealers (ADs) and money changers. These local regulations primarily construct the regulatory
framework of Bagladesh.

Since trade involves exttarritorial parties, some international rules, regulations and
practices are also part of the broader regulatory framework. Notable of them are regulations
designed by the General Agreement on Tariffs and Trade (GAJAijprm Customs and
Practice for Documentary Credits (UCPBGO0), Uniform Rules for Banko-Bank
Reimbursements under Documentary Credits (URB), Uniform Rules for Collections

16



(URC-522), International Standard Banking Practices (ISBB), Interntional Standard
Practices (ISP8), Uniform Rules for Documentary Guarantee (URDEB), Guarantees
issued undeapplicable law andnicoterms2020. It is to be noted that the local regulations
generally prevail over the international ones.

2.3 Regulatory Framework in Combating TBML in Bangladesh

Money Laundering Prevention Act, 2012:As per section 2 (v) (ii) of Money Laundering
Prevention Act, 2012 smuggling of money or property is money laundering while section 2
(@)ofthe Actdein es fAismuggl rngropemoboygéyas

i) transfer or holding money or property outside the country in breach of the existing
laws in the country; or

i) refrain from repatriating money or property from abroad in which Bangladesh has an
interest and was due to be repatriated; or

iii) notbringing into the country the actual dues from a foreign country, or paying to
foreign country in excess of the actual dues;

It can be easily comprehended that in Bangladesh context, international trade is one of the
avenues abusing which smuggling ofmeg or property and illicit outflow can take place.

As per the Act, however, any person who commits or abets or conspires to commit the
offense of money laundering is liable to be punished for minimum 4 yedrsaximum 12

years of imprisoment, in addibn to that a fine equivalent to twice the value of the property
involved in the offence or BDT 1 million whichever is higher shall be imposed. The
punishment for an entity in this regard is a fine of not less than twice the value of the property
or BDT 2million whichever is higher; in addition to that license is also liable to be cancelled.

The law of the land, therefore, prohibits smuggling of money or property in the strictest term
and provides stringent punishment for the offence. Despite such strilegl provisions
Banks may willingly or inadvertently become vulnerable to this offence.

Furthermore, Guidelines for Foreign Exchange Transactions (GFET) and Import Policy
Order have made specific mandatory requirement for ensuring pricing compegipeioeso

any international trade transactions:

Import Policy Order 2015-2 0 1 8 : Chapter 2 fAGener al Provi si
5(4) Al mport at competitive rateo:

a) Import shall be made at the most competitive rate and it is obligatory for the importers,
at any time, to submit documents to Import Control Authority regarding the price paid or
to be paid by them;

b) in case of import under Untied Commodity Aid in the private sector, goods shall be
imported at the most competitive rate by obtaining quotafrons at least three suppliers

17



or indentos representing at least two source countries: Provided that this condition shall
not apply for opening LC up to Tk. one lac; and

c) for import at the most competitive rate by the public sector importers, qustdtave
to be invited before opening letter of credit, and goods shall be imported at the most
competitive price.

Guidelines for foreign Exchange transactions (GFET), 2018: volumg
Chapter 7, Para 20: AVerification of i mport

ABef or & ofd@ ernssuing LCAF, the AD shall have to take usual and reasonable
cautionary measures to ensure that both the exporter and import@oreafdesbusiness
person of the goods concerned, the exporting country is the usual exporter of the goods
concerred and the price of the goods concerned is competitive in terms of prevailing price in
the international market on the date of contract and/or similar imports in contemporary
period. ADs are advised to verify the above, if needed, with the help of codcerne
Bangl adesh Mission abroad. o

Chapter 8, Para 7 fACertification of EXP forn

(b) In order to avoid any loss of foreign exchange to the country, ADs shall not certify any
EXP form unless they have satisfied themselves with regard to the followwgBp(iafides

of the buyers/consignees abroad and their credentials etc. where necessary, ADs should make
discreet enquiries in this regard through their correspondents abroad etc., greater care should
be taken particularly in cases of shipments againdtacralone and shipments on CAD/DA

basis. Where ADs doubt thBonafidesand standing of the buyers/consignees abroad or
where owing to common interest or otherwise they suspect collusion with the intent of'
delaying or avoiding repatriation of export peecls ADs should report such cases promptly

to Bangladesh Bank. Similarly, ADs should report to Bangladesh Bank cases where it comes
to their knowledge that the exporters are directly or indirectly connected with or have any
financial or other interest inhé buyer/consignee abroad. Where felt necessary, discreet
enquiry about th&onafidesand credentials of the charter party should also be made in case
the shipment is to be against a charter party Bill of Lading so as to avoid loss of cargo/foreign
exchang

These are only few examples of regulatory instructions. In fact, there are many other
regulatory instructions relevant to combating TBML.
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2.4 Scope of TBML in Bangladesh

Generally criminals use trade finance to obscure the illegal movemeind$ through
misrepresentation of price, quality and/or quantity of goods and services. And to do this, in
most cases, there might be collusion between the seller and the buyer. The collusion may well
arise as both parties could be controlled by the gmrson/entity. The transfer of value in

this way may be executed in a number of ways such as Over Invoicing, Under Invoicing,
Multiple Invoicing, Short shipment, Over Shipment, Phantom Shipment, and Complicated
Payment Structure, discount, price chan@esght charges or without making any payment

at all etc. Bangladesh is not an exception in this regard. However, some of the vulnerabilities
are given below.

2.4.1 Import Procedure and Some Avenues for TBML in Bangladesh

I. Import procedure in Bangladesgenerally begins by obtaining an Importer
Registration Certificate (IRC) from the Office of the Chief Controller of Import and
Export (CCI&E) under the Importers, Exporters dndentos (registration) Order,

1981. According to this Order, an importer @@t one IRC for commercial and one

for indusrial import. Importers may take the opportunity to have more than one IRC
to use one in TBML as throughout the import procedure and reporting of the
transactions importers are identified through IRCs not throtlgdir names.
Moreover, family members of a trader having same business address may obtain
IRCs and abuse them to commit TBML.

ii. Letter of Credit Authorization Form (LCAF) is mandatory for importer as it is the
declaration of amount, value, HS code and tlescription of the goods as per
Customs First Schedule and terms of import. After declaration of LCAF, importers
are allowed to open/issue LC/Contract by the ADs. On the basis of the LC/Contract
declaring on IMP by the importers ADs can sale/make paymehiCéContract
documents. Thougimporters are strictly prohibited from making payment in excess
of LCAF value, sometimes abusing FC/ERQ accounts or other means, they pay more
than the value of the LCAF or of Expired value and thus facilitate TBML.

iii. Major portion of imported goods are imported on CFR basis in Bangladesh where
freight charges are invoiced to the importer. In some cases it has been found that
freight charges reached several times of the FOB value. In fact, freight and other
charges can also lzemedium of TBML.

iv. Value of goods to be imported can be medium of TBML as value can be quoted less
than the actual price (Under invoicing) of the goods with a deliberate intention to
evade import duties and taxes. Generally most of the amount of undecethv
import is paid through hundi or hawala. Evasion of taxes and dugiesustom
related offenses is the predicate offence of ML in Bangladesh according to MLPA,
2012. On the other hand, capital machinery and raw materials (of which import duties
are lower) can be imported quoting more than the actual price (Over invoicing) of
goods as a medium of TBML.
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Vi.

Vil.

Viil.

Banks are responsible to make payment against the import documents if found in
order and no discrepancy arises. Yet, documents can be received diedtig
importer and the goods can be released from the customs. In that case, banks may
make payment based on the customs certified bill of entry (BE) submitted by the
importer. This practice takes place while releasing goods with copy documents.
TBML canoccur in these situations as there are opportunities to fabricate the import

documents and related bill of entryBE) by the malafide importer.

Banks are permitted to make advance payment against import without prior approval
of BB based on a repaymegtiarantee from a bank abroad. This guarantee is not
needed for remittancap to USD 10,000 (and USD 25,000 from ERQ accounts).
Moreover, fabricated/fake/false bank guarantee can create a scope of TBML through
payment of advance remittance against import.

After making payment against the goods to be imported, importers are liable either to
import the goods or to bring back the amount tdiin proper banking channel
{Article 4(3), FERA, 1947} BB marks out the duration of the process 4 months after
the chte of making payment. Failure to transport the goods within the prescribed
duration makes the related Bill of Entry (BE) overdue and no importer can get any
import facility (opening LC/making advance payment, or enhancement of existing
LC/Contract valuefrom any bank in Bangladesh having overdue BE against any of
its previous import without the prior approval of BB. Importers may take the
opportunity to surrender the IRC (intended to avoid the import liability and also to be
involved in TBML) against whie BE is being overdue and get another IRC for a
fresh start.

The incidence of loss or damage of the geodgansit or before release as well as
cancellation of shipment may be used as a medium of TBML. Compensation against
the damaged goods or return tbke remittance against cancelled shipment can be
received from sources/third parties directly not related to the exporter of the goods.
Again, loss of goods before release from the customs can be concocted (intended to
evade tax and commit capital flight) get the insurance claim and get waiver from
submission of the BE.

The ADs are allowed to open battkback (BTB) import LCs against export LCs
operating under the bonded warehouse system, subject to observance of domestic
value addition requirement. isuse of the bonded warehouse facility (intended to
evade tax) by selling the imported goods to the local market can also be an example
of TMBL in import. Again, BTB LCs opened against arranged/fake master LCs can
also be used in TBML where no export o&ghowing some 'valid' reasons though

raw materials imported duly against the BTB LCs.
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x. ADs are allowed to open deferrédinder Chapter 7, Para 33(a) of GFET, 201&

usance basis L/ C. As there are insdances
buyerso credit, ut most care should be gi
settled through buyersodé credit or supplie

Xi. Exporters are allowed to export on CMT (Cutting, Making and Trimming) basis as
well as to import the raw materials ¢imee of Cost (FOC) basis. Since this FOC
import does not require any bank endorsement and there is no matching of bill of
entry with the value, customers can manipulate the FOC items.

xii. Import of nonphysical goods (software and others) can be a mediulBbfL as
keeping track of import process of such +pitysical goods is difficult for any
reporting/regulatory agency.

xiii. Import Policy Order allows actual users to import up to a certain limit (USD 7,000.00
per year) for their personal consumption. As AD Isahkve no control to monitor
this limit through any system individuals might import through different ADs
exceeding the limit and sell them commercially to the market illegally.

xiv. Consumers can purchase goods online by making payment through international
credit or debit cards or unused portion of Travel Quota and later receive goods
through courier. Criminal proceeds might be transferred through this online payment.

2.4.2 Export Procedure and Some Avenues for TBML in Bangladesh

i. Export procedure in Banglash generally starts with obtaining Exporter registration
Certificate (ERC) from the CCI&E under the Importers, Exporters ladéntos
(registration) Order, 1981. According to the order, an exporter can get only one ERC
for export. Exporters may take tbpportunity to have more than one ERC to use one
in TBML, as throughout the export procedure and reporting of the transactions,
exporters are identified through ERCs not through their names.

ii. Value of goods to be exported can be a medium of TBML as calubde quoted less
than the actual price (under invoicing) of the goods intended to siphon money abroad.

iii. After shipment of the goods for export, exporters are liable to repatriate export
proceeds in full (Section 12 of FERA, 1947). BB marks out the duradfi the
repatriation of export proceeds within 4 months after the date of shipment. Failure to
receive the full export proceeds within the prescribed duration makes the related
Export Bill overdue. Exporter can be out of track having huge amount of weverd
export bills intended to commit money laundering through export.

iv. Commission, brokerage fee or other trade charges to be paid to foreign
importers/agents (of whichp to5% ADs can allow) may also sometimes be abused
for TBML.
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v. Payments in Foreign Ekange may be made through international cards
(debit/credit/prepaid etc.) which are categorically mentioned in Chapter 19 of GFET,
2018. ADs should meticulously monitor the issuance anelsadf those cards.

vi. Partial drawing of export bill/Advance Repeiagainst export can be abused for
TBML. It is the responsibility of the ADs to follow up each such case and to ensure
that the balance amount is also realized within the prescribed period.

vii. Shutting out of a shipment by a particular vessel arghigmen in another vessel
should be checked. This is because there are opportunities of TBML as transshipment
through one or more jurisdictions for no apparent economic reason is suspicious.

viii. The incidence of loss or damage of the exported gootiansit or béore release as
well as cancellation of shipment (for which payment has not already been received)
may be used as a medium of TBML. Compensation against the damaged goods can
be received from other sources/third parties directly not related to the imgiotiter
goods.

ix. Export of nonphysical goods (software and others) can be a medium of TBML as
keeping track of the export process of the -pbgsical goods is difficult for any
reporting/regulatory agency.

X. Buying House Arrangement/Buyer Nominated Supplerangement can be a
medium of TBML. Shipment of goods can illicitly be delayed by the buying houses
through 'arranged game' for getting discount on the exported value. Again, buyer
nominated supplier can quote higher price for the raw materials andrbuogy
laundering can take place.

xi. Transaction in large volume through other than banking channel such as exchange
house etc. is vulnerable to TBML.

Xi. I n the name of export proceeds wage earne
Bangladesh to claim cash incees.

xiii. Inward remittance may be brought from the countries where Bangladeshis have
direct/indirect business and cash incentive may be claimed.

xiv. ADs are allowed to discount the usance bill (para 25, chapter 8). ADs should take
utmost care while discountirgg purchasing foreign documentary export bills.

2.5 Remittance of Royalty, Technical Assistance Fees etc.

Under Section 18 of Bangladesh Investment Development Authority Act, 2016, approved
industrial enterprises shall have to take approval from Baegitathvestment Development
Authority (BIDA) and other competent authorities for payment of royalty, technical know
how, operational service fees, management fees, technical assistance and franchise fees.
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Vulnerabilities:

While making remittance of rajty and other technical fees, banks may expose them to
money laundering by not conducting due diligence under the following conditions:

a) Ambiguous agreement/contract between local company and technical service
provider;

b) Audi t or 6 s c er teirdmittabe meosint;r egar di ng n

c) Suspicion remains about the genuineness of the papers (copies of the
royalty/technical assistance agreements, documentary evidences); and

d) Lack of adequate due diligence on the underlying trade.

Adequate measures should be takeoaimbat TBML in this case and instructions contained
in para 26, 27 & 28 of chapter 10 of GFET, 2018 should be followed meticulously when such
remittances are executed.

2.6 Some Avenues for TBML through OBUs, EPZs, EZs and PEZs in
Bangladesh

Trade finane through OBUs and different mode of international tqa@deticedin the EPZs,

EZs, PEZs are sometimes abused for TBML. As OBUs can borrow funds from banks and FlIs
from both home and abroad they are more vulnerable to TBML. It can provide finance
facilities against purchase/supply order, corporate guarantee, personal guarantee of the
directors of company etc with borrowed fund. However, recovery of the fund may not be
possible due to lack of verification of the authenticity of the documents, willful defatiie
borrowers and poor or biased customer risk assessment. In such cases Bangladeshi nationals
can also siphon money if they have beneficial ownership or control on the company in whose
favoursthe financing facilities are provided.

In case of companes i n Speci al Economic Zones, direc
When the company falls into trouble due to taking more exposure through more foreign/local

loan or trade gap, they may transfer, sell or even wind up the company keeping the
outsanding liabilities in Bangladesh. The situation arises sometimes that the company makes
payment for import without entry of the goods, or export is done but the proceeds are not
realized. Keeping these liabilities pending owners/directors transfer, salindr up the

company and leave the countryraBchesshould provide proper information to regulators in

time before winding up of these companiBsanchesshould apply enhanced due diligence

while providing trade and other services to these companiesoobBic Zones.

In Bangladesh context letter of credit is safe compared to other mode of trade (such as Open
Account, Cash in Advance etc) in TBML perspectiimwever it is also undeniable that
TBML risk may arise under LC if the LC is between parentafidates or if the trade is just
an arranged game. Because of this, TBML risk mitigation measures here need to be stringent,
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otherwise trade should be facilitated byatmchesthrough LC applying adequate due
diligence only.

As banking sector of theountry is more vulnerable to TBML, bankers should remain
familiar with the different methods that may be abused for TBML. To get further insight,
some case studies in Bangladesh context are discussed in Appendix A.

2.7 Key Challenges and Difficulties n Preventing Trade Based Money
Laundering in Bangladesh

a) Price Verification for Financial Crime Control

As discussed in 2.3 according to Import Policy Order, importers are obligated to import goods
at competitive prices. Banks are also advised in thETG 2018 to take usual and reasonable
cautionary measures to ensure that the price of the goods concerned is competitive in terms of
prevailing price in the international market on the date of contract and/or similar imports in
contemporary period. Theyealso advised to verify the above, if needed, with the help of
concerned Bangladesh Mission abroad. Due to lack of relevant business information, such as
the terms of business relationship, volume discounting or specific quality, or feature,
specificatims of goods involved bankers have to be cautious in making meaningful
determinations about the appropriateness of the unit price. Moreover, many products are not
traded in public markets and their market prices are also not publicly available. Even where
goods are publicly traded, the current prices may not reflect the agreed price used in any
contract of sale or purchase and these details will not usually be available to the banks
involved due to competitive sensitivity of such information.

b) Transfer Pricing

Transfer pricing is a related party transaction commonly used by transnational corporation as
part of their financial and tax planning strategy. Multinational organizations use transfer
pricing to shift taxable income from jurisdictions with relaty high tax rates to jurisdictions

with relatively low tax rates to minimize income tax. Similar strategies are also employed in
relation to import duties and value added tax. TBML can occur when international trade is
abused for transfer pricing. Thisges a significant challenge which needs to be overcome.

c) Limited Skilled Manpower

Performing the foreign exchange activities involves proper communication with the client,
various banks of the country as well as abroad. A single error may cost ttheasalollars.

In Bangladesh there are limited skilled manpower who are able to understand and handle the
foreign exchange dealings very well. As such, skill development through proper training is a
must to address TBML risk.

d) Extreme Competition
Unhealthy competition is driving bankers to constantly hunt for aggressive business and
profit target. Thus working under pressure of such target combined with the fear of losing
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customers and presence of other competitor banks officials sometimes ignoretnae
related due diligence which makes the bank a victim to TBML. Unhealthy competition poses
a challenge to combating TBML.

e) Absence of Ceordination

Absence of coordination is also one of the major challenges in combating TBML. A
coordinated Rik Management Unit/Dision in combin&on of all concerned agencies may

be formed to ensure cordination & concerted efforts. Besides, National Board of Revenue
(specially the Valuations and Audit unit)/, Customs and Bangladesh Banks may also work to
as®ss the value of the imported or exported goods/commodities/services. Arrangements may
be in place so that customs authority and banks may be aware through mutual information
sharing mechanism when there is abnormal increase in the number and value oA LC o
particular company/firm etc., risky import of goods such as Reconditioned Capital
Machinery, Software, Chemicals where complexity exists in determining price and
description of the products, cases where importer and exporter are related, when ichport an
export goods are inconsistent with the nature of trade of the customer, inconsistency in price
exists, when an LC is frequently amended, where beneficiary desires payment in third
country or party, when Bill of Lading does not mention container numlo®s dot bear
invoice number, where miscellaneous charges such as freight, lading charge etc are abnormal
etc.

f) Absence of Management Information Systems (MIS) and a Central Data Base

Lack of MIS and a central data base or uniform price list of vamonsmodities is also a
hindrance to preventing under invoicing and ewswoicing by those engaged in trade
operations.

g) Duty/Tax structure

At times, bankers disagree with the quoted price in the Proforma Invoice (PI), because they

fail to match the gign price which is sometimes far away from the actual price of the
commodity in the international market. In some items of imports importers may quote higher
price in |ine with customsdéd rate of duty ev

mentionedi n NBRO6S mi ni. mhough thare i< r© sdope ft tax/VAT evasion
against such imports, it may be abused for TBML.

The Challenges and difficulties faced by the sector and the specific trend of trade based
money laundering in Bangladesh indicates challenging task the banks have to accomplish

to protect themselves from this financial crime. The next chapters, therefore, highlight the
risk based framework and trade controls that banks should establish to combat trade based
money laundering effeieiely.

L Minimum price list can be found in SRO 142N/2017/28/Customs dated 01/06/2017.
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Chapter 3: Risk Based Approach and Trade Based Money
Laundering Controls

3.1 Introduction

Chapter 1 introduces customers, products, parties, instructingpactunter parties etc.
related to international trade. Chapter 2 presents legal framework, trend, typology, key
challenges and difficulties in preventing TBML risk in Bangladesh. However, adequate risk
based controls are essential to address trade Imaseey laundering riskslo assess and
mitigate trade based money laundering/terrorist financing risks arising from wkdedr
customers and activities written policies and procedshesld be developed.

Branchesshall assess their TBML risks and deyeteade control mechanism. For guidance
samples have been given in this chapter. The risk assessment should be documented,
reviewed from time to time and updated accordingly.

3.2 TBML Risk Assessment & Mitigation Mechanism

Trade based Money Launderingkimay arise and affect due to inadequate infrastructure of
the lranch inaccurate assessment of the customer before on board, poor identification and
handling of TBML alert while conducting trade transaction by the officials concerned and;
overall for falure of the bank to address the risk at the enterprise or institute level. Hence
establishment of BML risk assessment and mitigation at infrastructure level, customer level,
transaction level and at enterprise level as shown in the flowchart below.

Chart 3.1: TBML Risk Assessment & Mitigation Mechanism

Infrastructure Customer Level ‘Transaction Level | Enterprise Level
Level TBML risk TBML risk TBML Risk TBML risk
assessment & assessment and assessment & assessment and
mitigation mitigation (Chart mitigation through 3~ mitigation (Chart
3.2 and Table 3.1) | Level Review 3.4)
System (Chart 3.3)
. /

First comes infrastructure risk assessment and mitigation as it is impossible to implement
mitigation measures without adequate infrastructure.

Secondly high risk customers with dubious trade transaction give birth to trade fraud. Hence
knowing and assessing customer before on board for trade transaction shall be of great use to
combating TBML.

Thirdly, TBML risk assessment and mitigation at the transadevel is the most important

and vital to combating this offense as it is at this level that the TBML takes place. And finally
a holistic approach by the entire institution can be effectively implemented through senior
management engagement in TBML rasessment and mitigation at enterprise level. Details
are described below.
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3.2.1 Infrastructure Level Risk Assessment

a) Agrani Bank Limited will develop infrastructure for price verification, transaction
monitoring and screening in line with the expostioe international trade. The
followings are indicative suggestions that should be established to combat trade based

money laundering:

3 Standard Sanction screening process

3 Standard for manual screening

3 Own data base based on transactions

3 Subscribdor publically available online commodity pricing website

3 Vessel tracking systein

b) Organizational Structure for TBML Risk Assessmienfgrani Bank Limited

2 System rHability of which is standard in practice
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3.2.2 Customer Level TBML Risk Assessment and Mitigation Mechanism

(a) General ML/TF Risk Assessment and Mitigation The customer level risk assessment
starts with the establishment of customer relationship. While establishing business
relationship/accaut opening with the trade customer, general ML/TF risk assessment and
mitigation measures as outlined in relevant BFIU circular and ML & TF risk management
Guidelines issued for banks by BFIU should be followed.

(b) Risk Assessment related to TradeAs in mo$ cases there are some products and
commodities, various delivery channels and jurisdictions through which TBML occurs, it
is quite convenient to have a risk based approach. Risk assessment should be done
following the sample model given in Table 3.1

A standard format tdoe designed taollect the required information for this sample
model. For fresh/new customers the assessment may be done on the projection submitted
in the format by the customers and for the existing and old customers historicalagata m

be chosen. It is also recommended tharanbhes ensure independent
evaluation/assessment of importers and exporters by their own staff and ensure/examine,
to the extent practicable, the relationship between importers and exporters through third
parties.Customer level risk assessment for newlyoarded trade customer is to be done
before initiation of tradéransactions.

For existing tradeeustomers, customer level risk assessment should be done as early as
possible but should not be later than npg&tiodic review of KYC in pursuance with

BFIU circular# 26.
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Chart 3.2: Customer level TBML Risk Assessment and Mitigation Framework

General ML/TF Risk Assessment and Mitigation while
establishing rel@nship/account.

Risk Assessment: risk aJsessment through RBA model,
then trade related CDD/EDD before Trade Transaction.

If risk is found high

If risk is acceptable

Escalate tO Leved Continue Trade Transaction
for decision through 3 level review
system given in Chart 3.3

iy Approved subj
to conducting EDD;

(i) Rejected Customer wise review
and risk assessment

(also see 3.2.2 (f).)

Do.na.aNow.trade
transaction and
submit SAR/STR
Maintaln.a dbtakse of
escalations with proper

» documentation
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(c) Trade related CDD/EDD:

If a customer's risk level is found low or mediunmatchwill conduct CDD for the trade
customers before trade transaction takes place. However, if a customer is assessedsés high ri
this should be escalated to Level 3 for further scrutiny and verification. If Level 3 is satisfied,
they may approve the customer for transaction after conducting EDD. If Level 3 is not satisfied
considering the magnitude of risk, bank's risk appetité internal policy, they may reject the
customer for trade transaction. After completion of CDD/EDD, the customer will be allowed to
go for trade transaction. Details of requirements to conduct CDD/EDD has been described in

section 3.2.2.2, which are nexhaustive rather indicatives.

(d) Trade Transaction through 3 Level Review Systems/Nhen a customer is allowed for
trade transaction, trade transaction will take place following Three Level Review System
as mentioned in section 3.2.3

(e) Maintaining a databaseof escalations with proper documentationA databasehould
be established with customers assessed as high risk to facilitate yearly customer wise
review and assessment.

() Review and Assessment of Customerd-or high risk customers review and assessment
frequency shall be one year, for medium risk customers this frequency shall be every
three years and for low risk customers it shall be 5 years. The review system mentioned
above in the Chart 3.2.2 will facilitate input for the enterprise wide risk assetsang:
assist banks to update TBML trend and typology and devise appropriate policy and
strategy at the enterprise level.
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3.2.2.1Customer Level Risk Assessment

Trade finance is a complex and specialized field. There are multiple partibs wit
interconnecting relationships and intricate structures, thus imayktake the Risk Factor

into consideration when carrying out risk assessment on TBML or EnteYjgrise Risk

Assessment (EWRA). When conducting customer risk rating (CRR), bank magierothe

customer risk factors to increase the efficiency of risk assessment.

In customer risk assessment project, customer risk rating, and ongoing customer due
diligence , apart from following the Guidelines the following alartd other alerts listedi
appendixx an be incorporated for assessment so as
A. Business Nature:

1. The type of i mport and export goods
regular business activities. For example, the major business of a custdayasr
import/export trading, but the goods are iron sand or petroleum instead. It does
not fit its original business activities.

2 The transaction amount of the goods is not consistent with the scale of the
customer 6s r egul ar nbaatisn amaust sf tha customeriint i e s .
one time or a single batch of goods accounts for half of or several times over the

turnover.

3. The customer suddenly conducts businesses in high risk areas. The customer
normally conducts businesses in general or-isk areas, but it suddenly
develops businesses in high risk areas.

4, Customerd6s original business scope or
utilized for money laundering or terrorism financing, embargoed/restricted
goods, or high risk goods.

5. Substantial chages to business nature without explicit reason or easonable

explanation.

B. Transaction Pattern
1. Disguising the true nature of transaction with extremely complex transaction
structure. In establishing business relations with a customer, a normah gatte
transactions will generally be adopted. After a period of time, however, the customer
resorts to extremely complex transaction structure to disguise the true nature of

transactions.
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2. Goods in transactions are against import or export laws and tiegslaor
they involve dualuse goods and high risk goods. The price of goods and service is
relatively high or low compared with the fair market price in general.

3. Receiving cash or other payments from the third party without any obvious
connection. If thgpayment for goods after delivery is not paid by the counterparty,
but by the third party without any obvious connection, such as ordering customer is
money services business (MSB), there is the possibility of a delivery to a sanctioned
country or region wh the payment collected through other channels.

4, Substantial changes to transaction pattern without exptegtson or

reasonable explanation.

The framework as detailed below is a sample for guidance and referencAgralyi.

Bank Limited has desigred its own feasible scoringnodel (Table 3.1)depending on
respective risk exposure and experiefarequalitative and quantitative assessmerft- (Q

method)
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Table 3.1: Sample Risk Based Model for Trade Customers

Risk S Risk Parameters Risk Score
Components | (0-3)
Obtained [Maximum
Score Score
Trade |1 [Business Historg [EXPETIENCE T relaied Business:
Customer' 3-5 years= 1 3
Demographic 1-2 years= 2
No éxperience and wants to carry out a large
transation = 3
2 |Payment BehavictHas no overdue/ classified record=0
Has few overdue record=1, 3
Has frequent overdue record= 2
Has overdue & classified record = 3
3 |Adverse Media |No record of Adverse media report =0
Report® There is record ofdverse media report on th 3
customer and/or the products he deals with=3
4 |Law Suit Filed No record of suit filed=0 3
Has a record of Criminal Suit=3
5 Deviationof TradgT r ansacti on i s not in
activity of business owith his/her TTP. Customer
deviates significantly from its historical pattern
of trade activity (in terms of markets, monetary
value, frequency of transactions, volume, or 3
merchandise):
No deviation of line of business =0,
Slight deviation =1,
Moderde deviation=2,
Significant deviation =3
6 [Probable collusioni ) Importer and exporter were somehow relate
between importer,parties & there is a common interest=1.
exporter and i ) Involvement of too many'$parties
intermediary (intermediares) =2 3
iii ) Importer and exporter were somehow relate
parties and there is a evidence of Over/Under
Invoicing/Shipment =3

3 0060

represents

no ri sk, 6106

represents |

ow ri sk,

4 Business historgf the customer, frequency of his/her trade default, his/her/its reputation in running business
etc. within the period.

5 Payment behavior of the customer.

6 Adverse media report on the customer and/or the products he deals with and its impact otysensitivi

7Law suit filed against the customer related to his/her trade.
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Risk
Components

- w

Risk Parameters

Risk Score
(0-3)°

Obtained
Score

Maximum
Score

Trade
Customer
Demographic

7

Customer
Behaviour :

i) Any of LC/Contract/Guarantee partieg&nown to
be owned or controlled by Politically Exposed Person
(PEPs) or Influential Persons (IPs).

i) customer suddenly becomes anxious and puts
pressure on the bank, or offers bribery, threatens
terminate business relationship to exethee
transaction.

iii) Customer is very keen to waive discrepancy and
make quick payment and Customer is not concerned
about charges

iv)Wants to Avail UPAS benefit under industrial LC fag
commercial purpose/ Wants to Avail credit facility
through OffshordBanking Unit.

Has no record of the above = 0

Has record 01(max) of the above = 1

Has record 02(max) of the above =2

Has record 03 or more of the above = 3

Deviation of
Import/
Export
Procedure

i ) Customer has more than 01(one) IRC/ ERC aad
record of surrender of IRC/ERC.

ii ) Customer make Advance Payment frequently for
more than USD 25000 each time

iii ) Customer has a record of loss or damage of the
goods in transit or before release as well as cancellai
of shipment.

iv ) Has a ecord of opening Back to Back LC against
arranged/fake master LC but export failed/not execut
v ) Has a record of abus
\vi ) Customer has overdue Bill of Entry/ overdue Exp
bill for long time and /or has a record of eddng
discount against export.

Has no record of the above = 0

Has record 01(max) of the above = 01
Has record 02(max) of the above = 02
Has record 03 or more of the above = 03

Sub Total=
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S Risk
L Components

Risk Parameters

Risk Scae
(0-3)°

Obtained [Maximum
Score Score

2 | Geographic
locations of
trade
Transactions

Jurisdictior§ 1

Import/Export/Remittance involves high risk
jurisdiction/country(Countries identified as
having significant levels of corruption, providing
funding or support for terrorism activities or
other criminal activity)/ Countries subject to UN
embargo/sanction.

10

Jurisdiction 2

Transaction involvedht jurisdictions which have
been identified for inadequate AML/ CFT
measures by FATF / customemrddngs to high
risk ranking countries of the Basel AML index.

11

Jurisdiction 3

Transaction involves shipping items to, throug
or from sanctioned entities/ countries
individuals identified by FATF as stated in FAT]
Public document.

12

Juiisdiction 4

Transshipment, container, flag vessel etc. un
global sanction.

13

Jurisdiction 5

Supplier country is not the producer of the goo

Goods to be shipped from one country/ place
but supplier/ beneficiary is located in another
country/pace.

14

Jurisdiction 6

Transaction involves Land locRountry/
Borderds Country.

15

Other
Jurisdictions

(if any)

Transaction appears to involve the use of fror
or shell Company (Exporter/ Importer/any
company which is registered in oneuaitry but
doing business in another country).

16

Complexity

The Trade transaction contains complex and
nonstandard terminology/clauses.

Sub Total=

24

8 Adverse media report on the customer and/or the products he deals wihienghct or sensitivity.
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Risk

L [Components

Risk Parameters

Risk Score
(0-3)°

Obtained |[Maximum
Score Score

services

Products/

Food Grain

Public (Govt)= 0
Private = 1

1

18

Industrial Raw
Materials

Industrial purpose, Score=0

Commergal purpose: The price and/or Duty/Tax is
unusual (High or low) and there is a collusion betv
buyer and supplier of raw materials, Score=3

19

Capital
Machinery

Brand New =1
old/used and Certifying authority is not nominat
by NBR = 3

20

Trading Good

The price and/or Duty/Tax is unusual (High or Jow
different H.S code used and involve large amount
Yes=3, No=0

21

Servicelmport]
or Service
Export

i ) Description of Services are not clear or are co(
or disguised

i) SWIFT messagdoes not mention any purpose
the transaction.

iii ) Swift message does not mention any purpose
the transaction.

iv) The reference number of underlying service
contract/LC/Invoice is not mentioned in the Swift
payment message.

\v ) Importer and exportere related parties.

\vi )Description of service is not clear.

\vii ) Exporter and importer line of business do not
support the services.

\viii ) Exporter is not capable of providing those
underlying services.

ix ) Payment received from a third party not
mertioned in underlying contract.

X ) Price of service unusually high or low.
Matching of the above criteria :

0 (No) matching =0

No. of matching1 =1

No. of matching 2 = 2

No. of matching 3 or more =3

22

Defense
Goods

Import directly through Gat Authority

23

DualUse
Goodg?

Transaction involves obvious dual use goods

24

Other product
(if any)

Risk Score for import/exportigh value goods ;
precious metalsgtones, electronics, caesc.should
be done as under:

No. of matching BML Alert = 0, score=0

No. of matching TBML Alert =1, score=1

No. of matching TBML Alert =2, score=2

No. of matching TBML Alert =3 and above, score

25

Multiple
Products

No goods description mentioned in documents/
Descriptions of the goadservices are not clear or

coded or disguisednd/or dfferent HS Code is use

SubTotal

27

9& 10 Consult Import Policy Order, website of World Customs Organizations and other reliable sources.

36




Risk
Components

Risk Parameters

Risk Score
(0-3)°

Obtained |[Maximum
Score Score

Transactions

Trend /
History

Value of
trade
transaction;

\Value in Million USD pefTransactior(average) :
Less than or equal to 0.5m , Score=0

More than 0.5m but less than or equal to 1.00
Score=1

More than 1.00m but less than or equal to 2.00
Score=2.00

More than 2.0t and above, Score=3.00

27

Number of
trade
transaction,

Number of Transaction per Year (average):
0-12 , Score =0
13-15, Score =1
16- 20, Score =2
21- above Score = 3

28

Number of
escalated
TBML
alerts

Number of escalated TBML alerts :
0 (No) TBML alertsScore= 0
1 TBML alertsScore= 1
2 TBML alertsScore= 2
3 & above TBML alertsScore= 3

29

Number of
STR

Number of STR 0, Score 0

Number of STR 1, Score =1

Number of STR 2, Score =2

Number of STR 3 and above, Score = 3

30

Payment

i) Export proceeds received through MT103 inste
of MT202 and Swift message does not mention
underlying transa®n reference number.

i) The transaction involves the receipt of paym
from third party entities that have no appa
connection with the transaction/ Payment rece
from third country.

iii) Changing the place of payment i.e. payment
be madet o beneficiaryods
country other than ben
iv) Applicant controls the payment/ Paym
instruction changes in the last minutes without
reason

v) Payment is to be made to personal accou
beneficiary istead of company account.

vi) Invoice showing significant amount of m
charges e.g. handling charges, Freight charges ¢
\vii) The payment terms appear inconsistent witl
transaction.

Matching of the above criteria :

No. of matching 0 Score=0

No. of matching 1, Score=1

No. of matching 2 Score=2

No. of matching 3 or moreéScore= 3

SubTotal =

15

Grand Total=

90
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Composite Risk Level _(xobt. s

x Ma score
Comprehensive Risk Level Threshold in % Actual Risk Level
High Risk 75 % and above
Medium Risk 50 % and above but below 75
Low Risk Below 50%

Relevant data such as on jurisdiction, products, services, value & number of tradetioas
can be obtained from TTP. In assigning score banks should also take into account the factors
described in section 22.6.

3.2.2.2 Trade Related CDD Requirements

Branchesshould conduct CDD in line with risk based framework and consider ttuaviat
requirements as suggested bel@wanchesmay decide on whether the trade related CDD
requirements will be performed at the time of establishing relationship/opening account with
the customer along with conducting general CDD or separately befatengstérade
transaction.

1. Collection of required documents & information such as:

a. Nature of business including major goods, services and jurisdictions the customer
deals with;
Usual delivery / transportation mode for goods or services;

Major suppliers ad buyers;

Products and services to be utilized from the bank;

Existing/anticipated account activities;

Usual methods and terms of payment and settlement;

Any observations/ratings on the customer by concerned departments of the bank;

S@e@ ™o oo0T

Any previous suspious transaction/activity reports to BFIU;
i. Other information from the relevant staff; and
j. Trade Transaction Profile.

2. Verification of the documents & information mentioned in 1 above through reliable and
independent sources.

Ascertaining and verifyinthe identity of the beneficial owners of the trade customer.
Conducting enhance due diligence if required.

Record Keeping.

2

Understanding business, production capacity;wselof goods, the principal counterparties,

the countries where the counterpastiare located and the goods or services that are
exchanged, as well as the expected annual transaction volumes and flows to conduct
Customer Due Diligence (CDD) for trade customers.
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7. Updating CDD information in accordance with BFIU Circulars and ML&Ti§kR
Management Guidelines.

8. Maintaining customer wise trade transaction profile (TTP) including items of goods, value,
volume, nature of business, and principal counterparty country etc. A sample is given at
Appendix C. TTP should be made available to ek¥, 2 & 3 so that they can easily check
that a transaction is within the agreed profile of the customer. Until TTP is integrated within
core banking system, it may remain offline outside of the core banking system. Level 2 shall
conduct TTP review and dele on certain transactions escalated by Level 1. If necessary
Level 3 may also consult TTP while taking ultimate decision on transactions escalated by
Level 2. Post facto review of TTP against trade transactions may be conducted at least
annually to idetify TBML Alerts.

9. The CDD processes ar ebexk elcaepsad owh enrcd ual et
transaction or normal review process leads to new information or questions about a
relationship. Objective behind updating of the CDD profile is sues that the information
in the CDD profile is current. The reviews may also lead to the status of the relationship
with the customer being escalated for decisions related to additional controls being applied
or the exit of the customer.

10.Banks shouldde| op t heir own process of fAcustomer
based on their risk exposure.

In addition to primary requirements (e.g. KYC/CDD, EDD, Risk Grading, Transaction
Monitoring etc.),every lranchneeds to look out present scenarios imvig TBML and
change its measures and policies in order to mitigate the same.
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3.2.3 Transaction Level TBML Risk Assessment & Mitigation through 3
Level Review System

Depending on TBML risks trade transactions shall be disambiguated at level Allor sh
require escalations to level 2 or level 3 before they are executed or rejected and reported to
BFIU as STR/SAR. All three levels, their roles and responsibilities, escalation, review and
disambiguation systems have been described below:

3.2.3.1 Levell
3.2.3.1.1 Defining Level 1

Level 1 generally includes the transaction processors, i.e. maker, checker, authorizer,
reviewer, verifier, designated officials.

3.2.3.1.2 Roles and Responsibilities at Level 1

i. Ensure that the customer has a current, agoré&YC record and TTP in place
before processing transactions.

ii. Perform TBML Alert analysis and Sanction screening and execute transaction.

iii. Escalate TBML Alerts/Potential hits of the transactions to Level 2, where
required.

iv. Escalate Suspicious Transacis/Activities to Level 2.
v. Keep record properly.

3.2.3.1.3 Level 1 Review, Disposition and Escalation Guidance

Every trade transaction should undergo TBML Alerts analysis and sanction screening. Initial
TBML Alert analysis and screening should be cortgaleat Level 1. The required elements
of TBML Alert analysis and screening are set forth as below.

Maker or processor will review the transactions and identify relevant ML, TF, Sanction and
TBML Alert and raise them to checker, reviewer, verifier, auttesror designated officials
who will further review the transactions and TBML Alerts. When needed, reviewer will
examine through different channéks. internet, telephone, email etc. to get more information
related to the transaction for the dispositafrthose TBML Alerts with proper rationales and
the mitigating factors. This TBML Alert analysis represents the minimum amount of due
diligence required for each trade transaction before it may be executed. In addition, Level 1
officials should use theirxpertise and experience to evaluate each transaction on its merits
and escalate any potential concerns to Level 2. If checker, authorizirsignated officials
cannot disambiguate or resolve the TBML Alert at level 1, he/she will escalate those TBML
Alerts to Level 2. Level 1 disposition should be documented for periodic review.
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Chart 3.3: Flow Chart of Three Level Review System
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Illustration 1:

Subject: AML concern ref. 123abcé., Applican
Columbia, Goods shipped to: Columbia, Beneficiary: ABC Co. Ltd, Bangladesh, Applicant

Bank: ABC Bank Ltd, Singapore, Value: USD 50,000.00d80dandicrafts

This is an Export Bill i n which the goods, i

The following TBML Alerts are identified:
1. Buyer is from Singapore; goods are consigned and shipped to Columbia.

2. High Risk Country: Columbia. (aeferredto in www.fatfgafi.org/countries/#high
risk, for high-risk countries)

3. High Risk Goods: Handicrafts.

1. Ok to process since Goodee shipped as per export contract.
2. Ok to process since Buyer has an agent in Columbia to sell the goods.

3. Ok to process since Bangl adeshi exporte
handicrafts.

lllustration 2: From: Level 1 to: Level 2

Subject: AML concen ref. 1 2 3 a b Applicant: XYZ Trading Co., Lagos, Nigeria,
Beneficiary: ABC Co. Ltd, Bangladesh; Issuing Bank: ABC Bank Ltd, Nigeria, Value: USD
50,000.00

This is an export LC in which goods, fASugarc
The followings ae the TBML Alerts observed:
a. Goods are inconsistent with beneficiar
b. Port of loading not provided in the LC.

c. Price per unit of the sugarcane appears to be high.
d. High risk country: Nigeria.

After getting resolution/decisioinom Level 2, Level 1 will act accordingly.

3.2.3.2 Level 2
3.2.3.2.1 Defining Level 2

Level 2 generally includes officials with adequate expertise able to further analyze the merits
of an escalation from Level 1 processor and the relevant suspiadin Tisey are likely to
require extensive knowledge of trade based money laundering risk and make appropriate use

of third party data sourcebto verify key information. Level 2 officials may be trade

Y Third party data sources reliability of which tsusdard in practice
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compliance officer/Head of trade or designated officials. In any case, they should have
adequate seniority and skill to conduct the role of level 2.

3.2.3.2.2 Roles and Responsibilities at Level 2
i. Review and examine the TBML Alentaised by level 1.
ii. Review TTP on certain Alerts.
iii. Disambiguate with proper rationale and justification.
iv. Document properly.

3.2.3.2.3 Level 2 Review, Disposition and Escalation Guidance

All transactions that contain potential TBML Alerts and sanctiis and that cannot be
resolved by Levell processor should be escalated to Level 2.

Level 2 shall deeply analyze the alerts escalated to them and determine their merit. If they
can easily resolve them with adequate justification they shall do so withmeénts and
instruct Level 1 to allow the transaction, otherwise escalate to Level 3. However, if TBML
risk appears very low to Level 2, yet for certain reasons they cannot resolve TBML Alerts,
they may allow transactions escalating the Alert(s) to Levié] &fter the transaction Level 3

finds the transaction suspicious, STR shall be submitted.

[llustration 1: From: Level 1 to: Level 2

Subject: AML concern ref. 1 2 3 a b épplicant: XYZ Trading Co., Lagos, Nigeria,
Beneficiary: ABC Co. Ltd, Bangladedisuing Bank: ABC Bank Ltd in Nigeria,Value: USD
50,000.00

~

This is an export LC in which the goods, #ASu

The following are the TBML Alerts observed:
a. Goods are inconsistent with benefici
b. Portof loading is not provided in the LC.
c. Price per unit of the Sugarcane appears to be high.
d. High risk country: Nigeria.

Resolution by Level 2:

a. D&B search on the beneficiary confirms that it is involved in the export and import
of sugarcane ansligar products.

b. The amendment received from the issuing bank confirmed that the port of loading
is Chattogram, Bangladesh.

c. Unit price provided is consistent with the current market price available online.
d. High risk country: Nigeria.

43

ar



Sinceapplicant is registered in Nigeria and shipment is also made to Nigeria, it is ok to
process the transaction. Level 2 shall instruct Level 1 to conduct the transaction.

[llustration 2:

Subject AML concern ref. 123abcénglO(tenys0Oncst an i
Toyota Cars. Applicant: XYZ Automobile Co., Bangladesh, Beneficiary: ABC Co. Ltd, in
Hong Kong. Issuing Bank: XY Bank Ltd, Value: USD 60,000.00

While scrutinizing the documents TBML Alerts mentioned below have been identified by
Levdl processors and escalated to Level 2:

1. Current market price of these 10 cars are $100,000.00 whereas the invoice shows
it as $60,000.00 (price variance identified is $40,000.00)

2. Applicant and beneficiary are related parties.
3. High risk product is involed.

Further analysis and escalation by Level 2 to Level 3:

Designated Level 2 officers have further scrutinized these TBML Alerts and they could not
disambiguate these TBML Alerts. As such they further escalated to Level 3 stating same
alerts as mentiad by Level 1.

After getting resolution/decision from Level 3 they will inform Level 1 accordingly.

3.2.3.3 Level 3
3.2.3.3.1 Defining Level 3

Level 3 generally includes officials with vast experience and expertise on trade based money
laundering proess. Level 3 should be able to further assess the merits of an escalation from
Level 2 officials. Level 3 generally includes DCAMLCO/officials as assigned by CAMLCO.

3.2.3.3.2 Roles and Responsibilities at Level 3
i.  Conduct comprehensive review and exantimeeTBML Alerts raised by Level 2.
ii.  Consult TTP if necessary.
iii.  Disambiguate with proper rationale and justification.
iv. File STR/SAR where required.
v. Document properly.

3.2.3.3.3 Level 3 Review and Disposition Guidance

Level 3 shall complete a comprehites review and determine if there are facts that
reasonably mitigate the TBML Alerts associated with the transaction or if the transaction
appears to be suspicious. If Level 3 identifies facts that reasonably mitigate each of the
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TBML Alerts associateé with the transaction, then Level 3 shall explain and document the
mitigating factors for each alert and allow the transaction to proceed.

If the TBML Alerts are not resolved and the activity or transaction remains suspicious, then
Level 3 shall prepara Suspicious Activity/Transaction Report.

Level 3 shall determine whether the activity or transaction in question should be permitted or
rejected and whether the activity or transaction warrants a Suspicious Activity Report. If
Level 3 is apparently satied with the available information, he/she may approve the
transaction with a remark for further scrutiny or more information for complete satisfaction
on post facto basis. Before submission of STR/SAR to BFIU, CAMLCO shall ensure
compliance with due preclure, required data and documents in line with the instructions
given in relevant BFIU circular.

All Level 2 and Level 3 escalation dispositions of TBML Alerts or screening hits should be
properly documented.

[llustration 1:

Subject AML concernref.23 abcé. , against an i mport LC for
Toyota Cars. Applicant: XYZ Automobile Co., Bangladesh, Beneficiary: ABC Co. Ltd, in
Hong Kong. Issuing Bank: XY Bank Ltd, Value: USD 60,000.00

While scrutinizing the documents, TBML Alerts miemied below are identified by Level 1
processors and escalated” to Level 2:

1. Current market price of these 10 cars are $100,000.00 whereas the invoice shows
it as $60,000.00 (price variance identified is $40,000.00)

2. Applicant and beneficiary are relatedrpes.
3. High risk product is involved.

Further Examination and escalation by Level 2 to Level 3:

Designated Level 2 officers have further examined these TBML Alerts and they could not
disambiguate these alerts. As such they further escalated to Lwitblssame rationales:

Level 3 designated official also examined the TBML Alerts and found that the alerts are valid
and rejected the transaction with rationale given below:

Underinvoicing is attempted through this LC application since the invoice fpsice
guoted much below the fair or competitive market price. So it is recommended to reject
the transaction.

Level 3 official filed an STR against this money laundering attempt by the importer in
Bangladesh.
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[llustration 2:

Subject ML/TFconcernr ef . 123 abcé.,against an inward r e
advance receipt against export through Advance Receipt Voucher (ARV) at the request of
exporter ABC Co. Ltd, in Bangladesh. For Value: USD 15,000.00 buyer, XYZ Co. in China.

TBML Alerts identfied and escalated from Level 1 to Level 2 are described below:

1. Swift message does not mention purpose and there is no reference in the message
to connect this remittance with the adva
mentions that this is advanpeceipt for export.

2. The bonafides of buyer is not ensured.

3. Shipment date is unusually longes. 9 (nine) months, whereas goods are
ready made garments that need maximum 4 months for shipment.

4. This exporter has also received more advance payments egdinst
which shipment has not yet been made.

Further examination and escalation by Level 2 to Level 3:

Designated Level 2 officers have reviewed these TBML Alerts and they further escalated
these alerts to Level 3 with the same rationales as stateelviel 1 officials.

Level 3 designated official also reviewed and examined the TBML Alerts and disambiguated
these alerts with the rationales below:

Level 3 Disambiguation with rationales:

1. Though swift message does not mention the purpose or referbager is
mentioned as same. Moreover, export contract shows the payment term as advance
payment. Besides, exporter has declared the purpose as advance payment against
export in the request letter. He also submitted the ARV and copy of the contract
againsthis transaction.

2. Further examination shows that buyer is a trading company who also trades ready
made garments.

3. Some shipments may take longer period.

It is ok to go ahead with this transaction as the exporter has track record of shipment default
after receiving advance payment. In this case advance payment of the customer should be
released.

However, if shipment is not done after reasonable time period and bank is not satisfied, bank
should report to regulators.

The sample review process as desctil®ove is not intended to be prescriptive. Banks
should tailor their own review process to their particular needs.
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3.2.3.4 Screening System

1) Sanction screening should be conducted on individual, entity, banks, insurer, NGO/NPO,
country, port, flag, &ssel etc. The screening should also be conducted on all the parties
involved in the transaction and geographic location to the transaction, such as seller of the
goods, the shipping company, any agents or third parties, countries or ports etc. that
appeain the transactions.

2) For sanction screening it is importiieent to
only screening certain transaction or parties. All parties (known to the bank) related to the
transactions at the time and additional garthat come into the picture as the transaction
progresses are required to be screened.

3) Vessel tracking (origin port, transshipment, destination port) and its voyage history
should be tracked to determine whether it has docked at embargoed countrigstduri
previous voyage and dealt with sanctioned entities or embargoed goods. It should be
borne in mind that vessels may change their names but cannot change their IMO number;
hence crosshecking IMO number through a reliable source is recommended.

4) Careshould also be taken to PEPs/IPs screening, adverse media screening, High Risk
Country screening.

5) A combination of automated and manual controls will be relevant in the contémtiof
Money Laundering{ML ) and counteterrorist financing (CTF) efforts.

Typically the following elements are, but not limited to, checked via automated /manual
procedure:
i. Unit prices
ii. Number of items shipped
lii.  Shipping marks
iv. Trade terni often an Incoterms rule followed by a place
v. Commercial contract
vi. The documentary creditpplications
vii. The guarantee applications
viii. The documents presented under import documentary credits
ix. The documents presented under export documentary credits
X. The documents presented under import documentary collections
xi. The documents presented under ekdocumentary collections
xii. Guarantee demands
xiii. ~Allincoming and outgoing neBWIFT messages etc.

47



3.2.3.5 Price Verification

Bank will developits own database and frame clear policies and procedures to guide trade
processing staff in performing peachecks. The policies should, at a minimum, mention the
level of acceptable price variance and escalation procedures when significant price difference
is identified. Provision of different threshold for different types of underlying goods and
services maye allowed on the basis of periodic market price assessment. To enhance the
effectiveness of the price checks, the process may be centralized or automated; otherwise
care should be taken to ensure avoidance of any conflict of interest.

3.2.3.6 TBML Alerts

KYC process is the foundation on which the individual transaction should be evaluated/
examined for TBML Alerts. However, compliance checks carried out on the trade finance
transactions are, to a large degree, Manual. This requires a structureesedkapproach to
identify, escalate and examine unusual/suspicious activities. One such approach is to work
wi t h A TB MBanlWileregulaly update the TBML Alerts and make them easily
accessible to the relevant staff.

3.2.4 Enterprise/Institute Wide TBML Risk Assessment and Mitigation

I.  Ensure Enterprise wide TBML risk assessment.
ii. Review Policy Strategy depending on TBML risk assessment.
iii.  Take into account gaps found through annual review as shown in 3.2.4.1

iv. Review new trend and typology relatedTBML and include relevant ones for
guidance.

v. Revisit TBML Alerts to mitigate the risks.

3.2.4.1 Enterprise/ Institutional Level Risk Management of Trade Based Money
Laundering Framework

As an enterprise Bank shall assess its TBML risk exposure umilhgtic approach. In
assessing enterprise level risk assessment it shall obtain and use input from internal source,
external sources and from review of international regulatory changes.

The following diagram is a sample how, on the basis of assesdnsittitional/enterprise
level risk management of trade based money laundering and terrorist financing may work in a
bank:
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Chart 3.4: Institutional/Enterprise -level TBML Risk Management Framework
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3.3

b)

f)

9)

h)

)

Few More Notes on Trade Controls

All relevant staff and officials of the bank should be made aware and remain updated
of trade controls. Dissemination through regular correspondenceldsialso be
emphasized.

To assess the effectiveness and adequacy of thedrpattels, independent review
should be done from time to time. Frequency of review should be based on ML/TF
risks faced by the bank, emergence of any particular or spe@dl arésing out of
changes in regulatory instructions etc.

Trade Controls should address all possible difficulties that relevant officials may face
in combating TBML.

Banks should make use of rule based alert/exception reports or detection scenarios to
the extent reasonably practicable. Some examples of detest@mariosbased on
TBML Alerts have been given at Appendix C.

Trade Controls should ensure clear division of roles and responsibilities and ownership
of risks relating to critical functions.

Trade Controls should require decisions relating to trade transactions, work flow
procedures and TBML Alerts to be documented appropriately for audit trail purposes,
having regard to the record keepisigndards as mentioned in MLP2A12, GFET

2018 and ML & T Risk Management Guidelines. They should also include
mechanism to ensure that customer information including applicable trade processes
and relevant updates is captured in the
facilitate the assessment antgoing monitoring of customer activities.

Apart from the yearly review of strategy and policy by senior management as
mentioned in Chart 3.4 banks should involve senior management in planning and
implementation of Trade Controls. Considering size and sxgoto TBML risks,
banks may decide the period of such review.

The trade transactions conducted through any IT or Technological Platform of a bank
will be governed under the directives of Bangladesh Bank issued from time to time.

Relevant senior officla having awareness of contemporary intelligence & knowledge
on geopolitics and other cross border regulatory restrictions which are not as much
stringent as that of Sanction but may lead to regulatory and legal hassle should guide
the transaction level bfials on due diligence measures to be exercised in such
situations.

Trade Controls should be readily identifiable by and made known to all relevant
officials engaged in trade related activities.

12Independent review means reviews done by officialsratie Level 1, 2, 3 officials as designated by the bank.
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3.4 Suspicious Transaction/Activity Reporting

a) STR/SAR reporting should be done in accordance with the procedure shown in the
Chart 3.3.Before submission of STR/SAR, DCAMLEO(if not level 3) ad
CAMLCO shall only ensure compliance with instructions of relevant BFIU circular.
Risk of tipping off should also be managed.

b) Banks should always file an STR/SAR when required to do so under MLPA, ATA and
relevant BFIU circulars. In complex situatiorsnxs may seek opinion from BFIU.

3.5 Training on Trade Based Money Laundering

a) BFIU Circular # 26 dated6.06.2020and ML & TF Risk Management Guidelines
provide guidance on AML & CFT training. Banks should ensure thaterned
officials understand thelrade Based Money dundering in both national and
i nternational context, bankbés exposure to

b) Banks should conduct training need assessment on preventing TBML. For level 1, 2, 3
officials training is essential. Training siHdube designed in such a way that the
trainees are able to provide, or contribute to, training depending on their background,
role and experience.

c) For officials involved in day to day trade processes role based training should also be
included. Objectivebehind such training should be to impart training to them on
TBML specific risks and responsibilities.

d) Trade Based Moneydundering training should form a
calendar or training plan. Training records should also be retainpdry.
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3.6 Someoperational Risk in TBML

Failed to identify potential red flags

Failed to identifythe banned goods/services

Failed to identifyhigh risk commodity

Failed to identifythe sanctioned individual/ entity/couies
Failed to screen the underlying goods/services

Failed to screen involved parties and locations

Failed to keep appropriate record

Failed to conduct appropriate due diligence
Inadequate controls framework

Inadequate review and monitoring system
Non-compliance with AML-CFT regulations

Failed to verify authenticity of the transaction

Failed to block/hold the transaction against AML policy
Failure to escalate potential red flags

Failureto report STR

Non availability of customerodés transactio

c: (=3 (¢ c: c: c: c: c: c: c: C: C: c: c: C: C: c:

Lack of oversight and independent verification

3.7 Some Red Flagsn TBML for Transaction Suspected

|. Some suspicious transaction typologies are:

A. Discrepancies appear between the description of the commodity on the bill of
lading and payment order invoice, such as inconsistency in the product amount
or type.

B. Significant discrepancies appear between the pricing or the value of the product or
service reported on the invoice and its fair market value (undervalued or
overvalued).

C. The method of payent appears inconsistent with the risk characteristics of the
transaction, for example, the use of an advance payment for a new supplier in a
high risk jurisdiction.

D. A transaction involves the use of L/C that are amended, extended, or change
payment locaon frequently or significantly without a reasonable explanation.

E. Using L/C, negotiable instruments or other means that are issued overseas without
trade basis to obtain financing.
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F.Commodities shipped are inconegdaiang nt wi t
or unrelated to the customerds business n
G. Customers involved in high risk suspicious ML/TF activities, including
importing/exporting goods that are subject to embargo or restrictions (e.g.,
military supplies of foreign governments, weaporchemicals, or natural

resources such as metals).

H. The commodity is shipped to or from a high ML/TF risk jurisdiction.
I. The type of commodity shipped is vulnerable to ML/TF, for example,-hidie

but lowvolume goods (such as diamonds and artworks).

II.  Apart from the abowenentioned suspicious transaction typologies, banks may refer
to the following red flags to establish a set of referable red flags or typologies.

A. Customer :

1. Unusual transaction structure or overly complex transaction structuutvih

clear and legitimate commercial purpose or some reasonable ground.

2. The transaction is not commensurate with known customer profile, structure or
business strategy. In a TBML context, this may be where the nature or type of
goods shipped is not ime with the business nature of the customer (e.g. a steel
company that starts dealing in paper products, or an information technology
company that starts dealing in bulk pharmaceuticals), the mentioned goods are not
approved by relevant government autties, or the size or frequency of the
shi pments appears inconsistent with the
activities (e.g. a sudden surge in transaction size).

3. The customer significantly deviates from their historical pattern of tranéact

(i.e. in terms of value, frequency or method of payment) with dubious pricing of
goods and services.

4. The customer or parties have suspicious addresses. For example different
transacting businesses may share the same address or the enterpyrigesvatd

a registered agentbés address.

5. The customer reacts aggressively to know your customer questionnaire or tries
to force the bank to take CDD shortcuts by citing time pressures.

6. The customer refuses any contact or communication with the wihkut a
legitimate reason.

7. The customer is willing to pay unusually high fees to the bank to proceed with

the transaction.
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Documentary :

1. The shipment locations of the goods, shipping terms, or descriptions of the
goods are inconsistent withehL/C. This may include changes in shipment
locations to high risk countries or changes in the quality and quantity of the goods
shipped.

2. There are substantial discrepancies in merchandise descriptions, e.g. quantities,
weights.

3. Significantly ameded L/C without reasonable ground or changes to the
beneficiary or location of payment.

4. The documents show excessively amended terms.

5. The documents contain nstandard clauses, phrases or other unusual
characteristics therein.

6. There are unauthaed alterations or amendments to the documents.

7. The beneficiary or applicant refuses to provide documents to prove shipment of
goods (indicates possible phantom shipping or multiple invoicing).

8. There are other dubious indicators such as unusdaiscor markings on the
monetary instruments (e.g. drafts or bills of exchange, or future dated bills of
lading, or transaction under L/C without proper transport document or document
evidencing shipment / delivery of goods).

9. There are indications thidite descriptions of the goods are coded or disguised.

10. The customer requests (a) an L/C without calling for transport documents or
documents evidencing shipment or delivery of goods; or (b) an amendment to a
L/C removing the transport document or dm&nt evidencing shipment or
delivery of goods as required in the original terms.

11. The transaction is without transport documents evidencing movement of
goods.

12. The bill of lading describes containerized cargo but without container
numbers.

13. Thee are indications that documents have bearsesl.

15. There are indications of double invoicing.

16. The invoice shows NnOt her/ Undefinedo
percentage of total transaction value.

17. A documentary credit if overdrawn by reothan an unreasonably high
percentage of the original value. The goods in respect of a documentary credit are
over shipped by an unreasonably high percentage of the original quantity.
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18. An L/C is dated later than its date of presentation.

19. The degiption of goods on the transport documents (if any) cannot be linked
to the document terms and / or the actual invoice.

20. The customer fsubmits a document rejected earlier as a result of financial
crime risk concerns.

21. The documentation appealisgical, fraudulent and/or improperly modified
from its original content, or certain documentation is absent that would be

expected given the nature of the transaction.

C. Transaction :

1.

The transaction structure aims at concealing information or makim bank be
hard to obtain certain information or the true nature of the transaction. This may
include indications that a shipment is structured to disguise proliferation risks of

weapons of mass destruction.

2. The transaction involves routdpping orcircular transactions.

© 0 N

The transaction involves unusual or complicated movement of goods and/or the
third party without an obvious commercial purpose.

The method of payment appears inconsistent with the risk characteristics of the
transaction.

The shipment does not make economic sense, takes an uneconomical shipping
route, or the shipping route is unclear.

The mode or method of shipping is unclear.

The customer has unusually frequent round dollar transactions.

The transactiomvolves sanctioned entities.

The transaction route involves high risk jurisdictions, or the trade transaction

otherwise involves high risk jurisdictions.

10.The commodity is transhipped through one or more jurisdictions for no apparent

economic or othelogistical reason.

11.The transaction involves the receipt of cash (or other payments) from the third

party that have no apparent connection with the transaction.

12.The transaction involves an unusually high number of intermediaries, too many or

unnecessarpgarties, or transferable L/C.

13.The tenor of a relevant transaction is not in line with the nature of the underlying

commodity financed for example, in relation to a perishable good.

14.Documents such as an L/C received through unverified channels such as

unauthenticated SWIFT message.
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D. Commodity :
1. The commodity includes duake goods.
2. High risk goods:
() Gems;
(2) Jewelry;
3) Cigarettes and other tobacco products;

(4) Consumer electronics and home appliances, such as high
price mobile phones;

(5) Telephone cardand other storegtalue cards;

(6) Precious metals;

(7) Military goods and war materials (including arms, ammunition,
bombs, missiles, sensor integration equipment, armored
vehicles, electronic equipment, laser systems, flying objects,
tear gases and other iaitts, and weapons and software
developed for war materials);

lll. When formulating or detecting red flags or typologies for transactions suspected, the
relevant content has to be reviewed, with reference to the following items:
A. Red flags or typologiest mismatch in the invoice value (freight charge) and the

fair market price.

1. Over Invoicing: by invoicing the goods or service at a price above the fair
market price, the seller is able to receive price differences from the buyer, as
the payment for the gals or service will be higher than the value that the
buyer receives when it is sold on the open market.

2. Under Invoicing: by invoicing the goods or service at a price below the fair
market price, the buyer is able to receive price differences from tlee, s
the payment for the goods or service is lower than the value that the buyer will
receive when it is sold on the open market.

Content of this red flag or typology for transactions suspected shall be reviewed:
a Product taxonomy (i.e. table of prodwategorization);
b Category of goods;

Goods description;

Unit price of goods;

Quantity of goods;

- 0 o O

Market price of goods.
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B. Red flags or typologies: fictitious trade

The seller did not ship any goods at all, but simply colluded with the baggrsure
that all shipping and customs documents associated with the trade.

Content of this red flag or typology for transactions suspected shall be

reviewed:
1.

a » 0D

Transaction date;

Quantity;

Unit price of goods;

Presence of transport document;

Validity of transport document.

C. Red flags or typologies: multiple invoicing of goods and services.

Issuing more than one invoice for the same trade transaction. By invoicing the

same goods or service more than once to justify multiple payments for tke sam

shipment of goods or delivery of services

Content of this red flag or typology for transactions suspected shall be

reviewed:

1. Transaction date;
Amount of the transaction;
Product description;

Invoice number;

a bk w- N

Ot her banks® accountheinvoicd. or mat i
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Appendix A: Some instances of abuse of trade in Bangladesh
context

(Lessons should be learnt from related large scams published in various media, the case
studies published in the BFIU annual reports and other relevant sourcess well)

Case 1: TBML through bill of entry fabrication

Mr . O0PO6, an I mporter, opens an LC amounting
Bank made payment of the full amount (USD 7,58,710.30) based on shipping documents and
endorsed the same favour of the importer for the purpose of releasing the goods. Instead of
those documents, a set of fabricated documents were submitted to the customs as the value of
goods arrived under that LC was only USD 54,150.00. However, goods could not be released
from customs due to failure in quality inspection. Meanwhile, a fabricated copy of bill of
entry valuing USD 7,58,710.30 was submitted to the bank evidencing the proper release of
the goods. When the fabrication was revealed by Bangladesh Bank, explanaioalied

and subsequently the remitted amount (USD 7, 58,710.30) was returned from two different
countries other than the beneficiary's country and no evident relation was found with the
beneficiary regarding this refund.

TBML Alerts:

1. Inadequate assessmi@f trade customer.
Refund from third countries not related to beneficiary.
Supplier country was not the producer of the goods.
Shipping documents not verified.
Bill of Entry not verified by the bank.

o0 A W I

Though large amount, adequate cautionary measueee not taken.
Case 2: TBML through releasing high value goods using copy documents

Mr . OM6, an importer of trading goods, opene
August 2016 at a Bangladeshi commercial bank for importing Tyres and relbasgodods

from Customs against the second LC using copy documents. Bank was informed by the
importer that goods against the other LC were under process of release. No import payments
were made due to neeceipt of original shipping documents. Due to nocengt of the
payment, complaint was lodged by the beneficiary with necessary documents. The LCs as
referred to by the complaint of nggayment was for USD 6, 39, 478 and was not issued by
any Bangladeshi bank, rather it was issued by a finance companyestern country during

June 2016. However, analysis reveals that in addition to the LC opened at the western country
the two commercial invoices also refer LCs issued by the Bangladeshi bank; and the name,
address, IRC and BIN mentioned in the two inveicempletely match with theformation

in OIMS. Moreover, name and quantity of the goods as mentioned in the invoices also bear
similarity with the ones mentioned in the Bill of Entry.
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Therefore, it appears that the LC issued in the westauntry has connection with the LCs

issued by the Bangladeshi commercial bank. In collusion with the exporter, the importer
perhaps wanted to avoid tax opening LCs of lower value and releasing goods through copy
documents. As the breach of trust betweepdrter and exporter occurred and the exporter
didndét receive payment, complaint was | odged

TBML Alerts:
1. Inadequate assessment of trade customer.
2. Probable collusion between importer and exporter.
3. Issuancef LC by a finaace company from third country.
4

. Proper due diligence in value and unit price verification of the goods was
not conducted.

Case3: TBML through phantom shipment

Mr . 60 Fo, an i mporter of fruits, usual&dy oper
sudden, he opened account with three other banks and at a time opened 21 LCs with the four
banks worth USD 9,106,842.50. Banks made import payments based on shipping documents.

No single shipment was made against the LCs and the amounts remitted wefenutsd.

TBML Alerts:
1. Lack of proper due diligence for the customer by the three banks.
2. Vessel container was not tracked.
3. Number and value of LC usinesspattesn. st ent wi t h

Case4: TBML through import of old/used capital machinery

Mr. OMOG opened a usance LC to import ol d/ use
in 2016. Within one month and a half shipment was made and documents were received by

the bank. Though initially discrepancy was established under UCP 600, payaseniade

by the bank. While releasing machine from Customs, it was found that the minimum
economic life exceeds the limit permitted in current IPO and the certifying authority was not
nominated by NBR. Goods were confiscated by Customs. Meanwhile, ingyonepts were

made and the machineries were placed for public auction by the Customs.

TBML Alerts:
1. Import involved high risk goods.
2. Certifying authority was not nominated by NBR.
3. Importer and exporter were somehow related parties.

4. Old/used machinery iport rules and regulations were violated by the bank and the
importer.
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Caseb: TBML through importing different goods

Mr . 027206, a new I mporter opened an LC for im
from Singapore worth USD $58. Goods were shipped and shipping documents were
received by the bank. Upon instigation of the importer, bank official raised a minor
discrepancy and held the documents. Meanwhile, Customs imposed higher taxes and duties
on the goods while releasing tleoas it was revealed that the goods were-&ltwholic beer.
Consequently, customer refused to take the goods. Goods were confiscated and placed for
public auction by Customs. The highest bidder who got the auctioned goods was the agent of
the importer.Thus, importer released the goods, sold it in the market and then informed the
bank of his readiness to accept the discrepant documents. Therefore, bank made the import
payments. In this way, Customs lost the applicable taxes and probably the restricethefp

the lightalcoholic beer was suspected to be paid through informal channel.

TBML Alerts:
1. Misrepresentation of goods for duty and tax evasion purpose.

2. Importerbehaviorto raise discrepancy in the beginning and afterwards his readiness
to receiwe discrepant documents.

Case 6: TBML attempted at first through sea port then through land port

An attempt was made to remit more than USD 4,27,500 submitting forged documents such as

No Objection Certificate of a commercial bank in Bangladesh and tlzaatvestern country

at a land custom house. A transferrable LC opened in January, 2018 at the bank of a western
country mentions import of 500 MT of onion at the rate of 855 USD (per MT). The
Bangl adeshi commer ci al bank6s andgeCanddnathsre d a
signature of President & CEO & CFO while fo
CFO and another signature of President & CEO & CFO. However, Bangladeshi commercial
bank branch didndét have of fi cialtadkstepftoverityc h r ar
this illegal attempt ended in vain. Matter of concern is that the consignee of the goods was a
customer of that commercial bank in Bangladesh.

TBML Alerts:

1. Lack of adequate KYC and verification of trade customers by the banklin s
situations.

2. Immediate steps have to be taken after getting the verification notices in such
circumstances.

3. All ADs, Customs and relevant agencies should be informed immediately after such
incidences.

60



Appendix A

Case 7: SWIFT password was hackefrom back office and used to make fraudulent
payment

SWIFT password was hacked and payment instruction was made to the Nostro A/C to pay
USD for the payment against import. Consequently payment was made and statement was
sent to back office accordinglBut back office did not scrutinize and the middle office also
didndot reconcile with the requisition from
Next day another instruction was made to pay GBP but GBP was not available in the Nostro
A/C. Treasury Minagement Department (TMD) was asked to place GBP to the nostro
account of GBP but TMD had no requisition in support with the instruction. TMD asked the
Nostro A/C to stop the payment. USD payment had already been executed and it was not
possible to recoveahe amount.

TBML Alerts:
1) SWIFT message did not mention underlying transaction reference.
2) Lack of checking by back office and no reconciliation by middle office.
3) Rationale behind payment instruction was not verified.

Case 8: Guarantees converted intfunded liabilities

Exporter received contract from a European country for exportesteland received

advances in various installments from the importer. Advance payment guarantee and
perf ormance guarantee wer e i suarantees wérgissteth e e X
by another foreign bank. Exports were not executed within the stipulated time and contracts
were cancelled. Consequently guarantees weoashedby the foreign bank. Local bank

created forced loan to pay guarantee amount with inteFae client i.e. the exporter failed

to pay the amount and the loan converted to term loan and finally turned into Non Performing
Loans.

TBML Alerts:

1) End use of advanced receipt against prospective Export was not monitored and
confirmed by the bank.

2) Performance of the exporter was not assessed accurately.

Case 9: TBML through import & export using related parties

Company 6X6 in Bangladesh is owned by an | ni
awarded a government project to install a powanipfor which they opened Lfavouing a
beneficiary company O0Y0 | ocated in Singapor e
accessories of BDT 2 billion. Accordingl vy, t
LC.
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Anothercooppany 06Z6 in Bangladesh has a sale cont
export agro product to India for BDT 1 bill:i
from company 6éY®d in Singapore through anot|
shippel t o I ndi a. This company 6Z6 has received
from the Government against export of theggrooduct s . Company 6Z06 i s
as an exporter and obtained ERC from the C
Snmgapore is an affiliate company of company
partner of company 06Z2Z6. Export price of agroc

guantity exported is undeahipped. Thus the government money is embezzledighrrade
transactions.

TBML Alerts:

1) Transaction is not in |Iine with customerd
business.

2) Importer and exporter are related parties and there is common interest.
3) Over Invoicing and Under Shipment against ggmaduct export to India.
4) Goods shipped from Bangladesh to India but importer is located in Singapore.

Case 10: TBML through trade fraud by supplier

Company O6ABCOG in Bangladesh availed an LC tc
for USD 50,000.00 LC was confirmed by a foreign bank in Bangladesh. Presenting
documents beneficiary claimed payment from confirming bank (CB). CB honored the claim

of beneficiary and placed claim to issuing bank in Bangladesh. Issuing bank paid by creating

a Loan againsfrust Receipt. After few days of payment importer lodged a claim to the
issuing bank that goods received by them is not the desired goods, rather they are old spoiled
machineries. Meanwhile, after receiving the money beneficiary closed their accouat in th

Swiss bank. Applicant filed a case in the court in Bangladesh. An analysis showed that

though it was regulatorgbligatonst o o bt ain supplierds credit r
the confirming bank did not obtain it before opening and confirming B@plicant
compl ained against the bank that the | oss i

credit report before opening LC. As such they claimed that banks should bear the loss since
they would not be able to repay the import loan.

TBML Ale rts:
1) Suppl i erdés credit report was not obtained
2) Supplierdés I ine of business was unknown.

3) Payment term wasvourable to beneficiary with less protection to applicant.
4) Importer and exporter may be related parties with common interest.
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Case 11: TBML by sending fund to importing country through hundi and repatriating
as export proceeds while transferring original export proceeds to a third country

0OABCOG is a pharmaceuti cal finished goods ex
geneates its revenue from domestic sale and hardly exports in countries like India, Pakistan

and UAE. Most of its export is based on sales contract and mode of payment is 90 days
deferred from shipment date. It uses multiple banks as nominated bank bun#aetiosm

volume is low. 3 different banks issued EX#@souiing this exporter for exporting finished
productsto India, Pakistan and UAE agairtifferentcontracts. After shipment to 3 different
countries, exporter submits export bill in 3 different EXBuing banks. After ninety 90 days

payment is received from Pakistan only but the other EXPs become overdue after 120 days
from shipment. It is revealed afterwards that exporter contacts with Hundi businessmen to
send money from Bangladesh to India. Indifumdi counterpart deposits fund into banking

channel using dishonest businessmen. Indian importer sends export proceeds from their
banking channel to ABC co.06s exporting bank.
instead of MT202 message in the naofi@xporter without mentioning export bill reference.

Exporter submits the request letter to realize the proceeds against the overdue export bill and
thus EXP overdue becomes regular. This fund is also used to convert it as export proceeds for
shipment toUAE. Goods shipped to India and UAE are sold to that local market and sales
proceeds are transferred to an offshore hub.

TBML Alerts:
1) Export proceeds received through MT103 instead of MT202.
2) Swift message does not mention the underlying transactiererefe number.
3) Payment received from third country.

Case 12: TBML through import LC issuance and import payment

OABCO is a very reputed and | eading company
This company has multiple joint ventures in countliles Singapore, Malaysia, Hong Kong,

China, China and India. They are also involved in providing financial services and have some

trust operations in Cayman Island. This company (non EPZ in nature) is also dominant in
Bangladesh with good reputation asnap| o mer at e and their busi nes

firstao. They are willing to pay higher fees
imports different types of computers, parts and accessories from different countries of the
world. Theyhavebbt i ndustri al and commerci al | RCs . o

0X0 t o i s s u davoaingebeneficigroinm Singapdee. Pl indicates import LC value

is $1,000,000.00 consisting of import asmputermonitor, keyboard and other accessories.

Theypr ef er 0X6 bank as it makes payment very
customer always likes to pre accept the discrepancy. Customer also wants to avail UPAS
benefit as this import is industrial in nature. Though customer opens LC undstriadRC,

their underlying purpose is to sell the imported items commercially. Conducting due
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diligence, bank issues import LC and receives import bill later on. While lodging import bill,
bank official finds that some of the items are a@ailable in Pl but these are included in CI.
When asked by bank, importer confirms that they import product on demand and schedule is
very tight. In addition, computer technology is ever changing element. Hence during
shipment they changed some of ttegris with change in unit price. When bank official wants

to take more time for scrutiny, customer becomes unhappy about the service and threatens to
move business to other banks. Customer also confirmed that their counterpart in Singapore
wants payment cgpby the same day. Considering charges, commission and other incomes,
the size of business and customer pressure, bank processes the bill and makes Paysnent.
importing inferior quality goods and over invoicing leads to TBML.

TBML Alerts :
1) Customer ivery keen to waive discrepancy and make quick payment.
2) Customer is not concerned about charges.

3) Customer always expresses his acceptance on import documents before receiving
import bill.

4) Avails UPAS benefit under industrial LC for commercial purpose.

5) Trustin Cayman Island may be owned by both importer and exporter.

Case 13: Involvement of third party (unrelated party) for layering and integration via
buying house commission

6X6 is a very reputed and | eadi nagturicgatensany i |
and accessories. This non EPZ company has multiple joint ventures in countries like
Singapore, Malaysia, Hong Kong China, China and India. They are also involved in financial
business and have some trust operations in British Virgin Islahey. conduct banking with

couple of prominent banks in Bangl adesh. Con
different countries and exports finished goods to prominent market like US, EU etc. and
enjoys bonded warehouse facility for import forund t r i a | consumption. On

imports cotton from Uzbekistan, Zimbabwe through Singapore for USD 75,000.00 keeping
master export LC of USD 100,000.00 as lien. 3 months later, exporter submits export bill for
USD 100,000.00 with the additionalsinuction to the negotiating bank that 40% export
payment will be paid to the buying house/commission locally as commission which is
transferrable from ERQ account. When asked about the excessive commission, exporter
replies to the negotiating bank thaethuality of goods is inferior in nature and outdated.
Convinced with the response, negotiating bank processes the export bill. Buying house
receives the fund with legitimacy and thus underlying commission is used to perpetrate
money laundering.

TBML Aler ts:
1) Imports from landlocked countries which are risky for terrorism and sanctions.
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2) Use of bonded warehouse facility for tax evasion.
3) Lack of verification and understanding of the quality of the goods.
4) Excessive commission.

Case 14: TBML through over invoicing

M/ s . OR6 Enterprise, a client of &6X06 Bank b
export business. Besides, the client also deals with the cattle business from India to
Bangladesh. The client usually imports onion fremdl i a . M/ s . OR6 Enterpri
branch to avail an LC valued USD 60,000 for importing 100 Metric Ton onion from India

favoui ng M/ s. 0D6 EnterpriséavouoXoéMbsanoboi €8t
Il ndi a. M/ s . 60 R6 Boonds and pells is the maket duiy \ared payrhentes

made accordingly. But it is observed that it sells TK. 25006f Metric Ton in the open

market while the total import cost per Metric Ton onion is of BDT. 50;000/L at er M/ s.
Enterprise makes crodsor der smuggling of 30 cattle fro
Enterprise receives the cattle, sells them in the market and gets illicit proceeds.

TBML Alerts:
1) Over invoicing.
2) lllegal cross border.

Case 15: TBML by two brothers through different methods

Mr . ab Bxpatriate from Chapainawalg®@istrict lives in Dubai, UAE with free visa. He
operates a grocery shop in Dubai. Hi s young
in paddy, rice and cattle business and works as an agent df disser br ot her . 0 X0
the Bangladeshi expatriates visiting his shop to send their money to Bangladesh through him
providing 1 or 2 percent higher rate than banking channel with the surety of making payment

to him after confirmation of receiving mondy their beneficiaries in Bangladesh either in

account or in cash. When the expatriates agi
money to the respective beneficiariesdéd bank
receiving money by theirbenf i ci ari es, the expatriates pay

0Yd gets bankds credit showing different p u
with that money he pays to the beneficiarie
and diamondrnament, gold bar having great demand in Bangladesh for the belief of their
purity. Usually he sends gold and diamond ornament through the agent under Bangladesh

Customs baggage rul es. 60Y6 receives such go
them n the open market. With that money, he adjusts bank dues against credit and buys real
estate in his own and his brothero6és name.
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TBML Alerts:

1) The remittance is coming from UAE through Alternative Remittance System and the
perpetrator ta&s credit from a local bank to disburse the money to the local
beneficiary.

2) The colluder partners engaged in a valid trade cycle under Customs baggage rules.

Case study 16: TBML through Offshore Banking Unit

A Singapore based fungising and investmén c ompany named O6Ad appr
bank in Bangladesh named O0X0 seeking | oan <c
registered in Singapore to conduct its operations as a financial organization. But the license is
cancelled, thereby turning the takompany fully invalid.

0A6 submits an ordinary application to borro
with Bank©os high officials and Board membe
Association, Business Profile, Registration Certificated Memorandum of Article of

Association along with its application. Mr .
0A6 and signs the | oan application on behalf

The 6X6 Bank signs the deal with O6A0 woul dv

give return of 8% interest on the | oan. O0AD
Bank within 95 days of getting loan USD 20 million.

A

0A6 creates a subsidiary company named 0CO
(SPV) to tansfer the borrowed fund. To work as SPV, it is obligatory to be a financial

Il nstitution or an investment company but ¢6C¢
UAE based 60Y0 Bank. The account with é&Yd Bar
and 6X6 Bank as per | oan agreement. But actu
Later, it is found that the Chairman of &6X6
million and a joint signatory of the account
O0X06 Bamklly remits the USD 20 million fund:
traced. It is noted that since 0X06 Bank does
from interbank money market in Dhaka with higher price. Just after remitting thedf@hd
withdraws the total fund and cl oses the acco
TBML Alerts:

1. Investment abroad manipulating OBU loans and ultimately leading to money

laundering.

2. Failure of OBU to take legal advice from both local and foreign law firmrbefo
investing abroad.

3. Failure to comply with regulatory rules in OBU fund management.
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Case study 17: TBML through fake documents

Mr. 6 X6, proprietor of O0A Food Productsd open

different banks. Thec@ount opening form used the official address in Banani, Dhaka and
factory address in Salna, Gazipur. The customer was willing to export turmeric, pepper
powder spices but no proof regarding the export capacity or previous business experience of
the custorar was preserved.

A foreign buyer | ocated in Dubai named O M/

15,98,545.0Gavoui ng t he account of OA Food Product
0Y Exchange Center LLCO, Dubai ,his@@Atlvancedi n g
FTTs, 10 FTTs amounting USD 6,08,035.00 were shown as export proceeds of turmeric,
pepper powder spices. 20% cash incentive was claimed by the exporter and bank authorities
reclaiming the same amount from Bangladesh Bank credited BDT 9832%0 to the party
account. Rest of the 16 FTTs had no export documents preserved in the branches. These
remittances were not reported to Bangladesh Bank by the AD branches. The entire amount
was encashed through the current accounts of the custonrérg Inspection it was found

that all the export documents were fake. Forged bills of lading were prepared using the letter
head pad of a foreign shipping company and seal and signature of its local shipping agent. All
these were used to prepare forged cekplocuments and claim cash incentive by the
customer. The inspection team communicated with the local agent of the bill of lading issuer.
The shipping agent by a letter informed the Bangladesh Bank as well as the commercial
banks that the exported goaalgainst which cash incentive was claimed were not shipped by
them, rather the exporter used fake seal and name of the shipping agent. Upon receiving such
letter from the said shipping agent, Bangladesh Bank directed the banks to realize the said
cash incetive amount from the customer.

TBML Alerts:

1) The customer engages in transactions that are inconsistent with his business strategy
or profile.

2) Amount of foreign currency transacted through exchange house is abnormal and
doesndét match with the reality.

3) Essential documents not presented/obtained and verified properly

Case study 18: TBML through backto-back LC

S
2

A UK based buyer, 6XYZ Ltdé6. pl aced export
gar ment buying houses named ordgigA buyea lured teB6 A p

Bangladeshi exporters invoicing higher price per unit of export goods. In exchange the buyer
put conditions to procure high priced raw materials from its nominated suppliers based in
China.

67



Appendix A

Receiving the sales coatit, Bangladeshi exporters opened back to back letter of credit (BTB

LC) in order to procure raw materials. After the shipment of several consignments these
exporters came to know that the foreign bu:
garments. Thexported goods were left unattended in the Manchester port and exporters were
bearing higher rental cost for the containers. At that time Bangladeshi garment exporters
could understand that they had fallen victim to fraudulence. In the name of BTB LG mone

was siphoned off from the country, but export proceeds could not be repatriated. During BB
inspection it was observed that banks did not take ratings and information of the credit reports

of the foreign buyer and supplier into consideration. It wasralgealed that one director of

0XYZ Ltd. 6 was Chinese. This director may hes
in China. Banks also did not justify the market price of raw materials though unit price of raw
materials was very high. In the meanginthe Chinese suppliers started knocking Bangladesh

Bank for settlement of BTB LCs. Some banks already paid and some held the documents as
discrepant.

TBML Alerts:
1) Buyer nominated supplier.
2) Credit Report of buyer and the supplier was not taken, asohie cases report was
taken but was natnalyzedproperly.
3) The price is unusual.
4) Probable collusion between buyer and supplier of raw materials.

Case study 19: TBML through fraud

During an inspection by Bangladesh Bank on a private commercial bankhbria was
observed that the bank branch was intentionally hiding the overdue export bill as well as
overdue EXPs. As a result the customer could continue to avail the facilities like cash
incentive, EDF loan, BIDA approved low cost foreign loan. It igliemging to find out those
hidden overdue export bills among thousands of EXPs. But during inspection it was found
that five customers were given cash incentive even though they had overdue export bills. The
amount of cash incentive disbursed through itidpractice was more than BDT 300 million.

The bank was instructed to immediately return the cash incentive amount disbursed violating
Bangladesh Bank regulations and take necessary action against the responsible officials.

TBML Alerts:
1) Willful nonrepating of overdue export bills.
2) Cash incentives allowed to customer not eligible as per regulations.
3) Advanced cash incentives allowed.
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Case 20: TBML through purchase of foreign documentary bills

During inspection by Bangladesh Baok a commercial bank branch it was observed that
several customers were exporting leather goods to foreign countries. The largest portion of
the loan portfolio of the bank branch was composed of Foreign Documentary Bill Purchase
(FDBP). Most of the expottills of leather goods were of 90 days deferred LC term. But the
branch was found to provide 120 days tenor to hide the number of overdue export bill. The
branch not only exaggerated the tenor of the export bill but also purchased those bills without
recaving the acceptance from the LC issuing bank. The branch was already exposed to
greater risks by purchasing export bills without acceptance. Moreover, it continued
purchasing the bills of the customer who already had overdue export bill. During further
aralysis it was found that four of the export companies had the same owner. The motive was
to simplify the process of purchasing more bills on account of a customer if others fall
overdue.

TBML Alerts:
1. Wilful non-reporting of overdue export bills.
2. Allowing longer term trade financing.
3. Purchasing bills without acceptance from the LC issuing bank.
4. Purchasing bills of the customer who already had overdue export bill.
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TBML Alert, a warning signis not in itself an indication that something is wrong but that

gi ven

t he n

atur e of t he c |

i ent 0s

busi ness

TBML Alert merits further review.

The TBML Alerts may be sullivided into the following categomsei.e.

Banks should take into consideration the TBML Alerts described below while conducting

a. The transactions

Transport
Payment
Country
Party/parties

@ = o o0 o

Discrepancies
h. Unusual documentation

trade operations:

The goods and size of shipment

Purpose/Rationale with example

Applicant/Beneficiary

In most cases of illegally transferred
fund, applicant and beneficiary are
related or connected parties or there ar,
some common interests between the
So bank needs to be aware of whether
applicant and beneficiary of a trade
transaction are in any way related t
some common intests. In this context,
bank should also follow instructions
contained in para 2 of Chapter 7 and p:
7(b)(iv) & para 7(c) of Chapter 8 of
GFET, 2018.

TBML
Alert No. TBML Alerts

Alert# 1 Importer and exporter are
related parties and there is
commoninterest.

Alert# 2 Transacting parties appear to be
affiliated, conduct business out
of a residential address or
provide only a
address.

Party O0AO® e n tvdthprtyi
6B6O for i mport
documentary credit. The contact addre:
of party 0BO

representative name and its addre
details, or prior to opening of LC, credit
report of party OfF
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line of business is not consistent wi
underlying goods. In both instances, th
exporter may try to hide the true
beneficial owner of the transaction.

Alert# 3 Customer behavior. Thebehaviorof the customer may give
rise to TBML alerts. For example, tk
customer suddenly becomes anxious a
puts pressur®n the bank, or offers
bribery, threatens to terminate busin
relationship to execute the transact
Alert# 4 Any of LC/Contract/Guarantee |PEPs & IPs may exert undue influence 1
parties are known to be owned |[conduct trade tramstion in theirfavour.
or controlled by Politically As such banks need to have an effective
Exposed Persons (PEPSs) or mechani sm to ident
Influential Persons (IPs). in the trade transactions as applicant or
beneficiary or anyther party.
3% parties
Alert #5 Involvement of the parties in It has been seen that applicant and
the trade transaction cannot be | beneficiary are not willing to explain the
explained. rationale of involvement of
intermediariesn the transaction. At this
backdrop, though banks may not be ab
to know all the parties involved in the
transaction, they should understand wh
they are involved, and involved parties
with no apparent logical role in the
transaction should be examined further.
lllustration |[Party O0AG6 appr oac h efavoulng bekeficiary 6f country
6Co. Party OA®d requests bank to a
instead of count ry Or@aion inlgrofarmavirvaice or
the basis of which the reason of such demand by the beneficiary c
ascertained. In addition to that the beneficiary further demands credit avai
i n another country notny. Thisdypeof seeharido o
needs further analysis in order t
the transaction.
Alert # 6 Too many intermediaries An applicant or beneficiary may approag
making transaction overly a bank for atrade transaction with to
complex. many intermediaries involved in the
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transaction through creating complexi
As part of due diligence bank should
understand the justification of
involvement of intermediaries within the
trade cycle. Contact from unexplained
parties may be an indicator of a
transaction that is more complex than it
appears or an indication of unusual
activity.

The transactions

transaction with an Il motive ot executing

Alert# 7

Transaction structure appears Though financially solvent, the applicarn
unnecessarily complex or may avail trade finance facility from the
unusual and designed to obscure[ bank in order to disguise the true natur
the true nature of the of the transactiorkle may use unusual

transaction. trade term, involve many countries §
iIntermediaries in the transactions.

Hence, as part of process banks shoulc
review the structure and complexity of
LC/Contract.

Banks shoulanalyzefinancial prodicts
and transaction structures and determi
if they are intended to obscure the true
nature of the transaction. For example;
is clear from the transaction structure tf
giving an undertaking to the beneficiary
was not the purpose hied issuing the
documentary credit.

Illustration

Transaction structure appears unnecessarily complex:

Party 6A06 enters into the contrac
documentary credit. The underlying agreement is thdt yYar 0 B 0
beneficiary) will send some regulatory documents directly to the applicant
Documentary credit only requires that all regulatory documents like: fumig
certificate, phytesanitary certificate, quarantine certificate etc. be diresgtht
to the applicant by the beneficiary. The credit also requires being transfera

Bank 0 X0 opens a transferabl e
subsequently transferred t&deeneficiary. The issuing bank has recei
presentation from the transferringbank which indicates thal' beneficiary
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assigned its proceeds to the third parties and requests the issuing bank to
directly to the third party.

Considering the above case, there are flemwents that may be considered as
alerts, i.e.

1. The beneficiary sends few regulatory documents directly to the appl
By doing this, the beneficiary is able to keep the required regul
documents outside the bankds op

pay

\"2J

icant:
atory
erat.

2. The LC is tansferable: Under general circumstance, there is no harm in
making the LC transferable. But the issuing bank should understand the

reasonable ground for transfer. In some situations, the benef
sometimes insists on the condition to gain tax benefitarcreate gatewa
to transfer fund from one country to another.

Moreover, the issuing bank should have prior knowledge of

iciary
y

the

prospective % beneficiaries and if possible restrict transfer within the

beneficiaries. By doing this issuing bank has pkisowledge of those

with whom they are dealing.

Furthermore, the issuing bank should also understand whether

t will

restrict the transfer within the first beneficiary country or give authority

to the transferring bank to make the transferred credit @ila 2d

beneficiarydés country. The 1issuing
abouté‘dbeneficiaryés country with whon

deal.

3. Assignment of proceeds: Even though it is not possible to have

prior

knowledge about request for mgsment of proceeds until receipt of notice

of assignment or indication in covering schedule, it is quite unusu
receive assignment of proceeds notice under transferable LC. E
regular irrevocable LC, if the issuing banks receive assignment cégulg
notice, it indicates that the issuing bank is requested to deal with
parties other than the beneficiary.

Assignment of proceeds under UCP 600 is always subject to applj

al to
en in

third

cable

law and it will not be enforceable to the issuing bank untjl it
acknavledges the assignment of proceeds. The issuing bank should

conduct proper due diligence before crediting the documentary cre
third parties.

The above is only one example of how a documentary credit can be
unnecessarily complex. The Bank shouwddnsider every unusual reque

dit to

come
st

beyond its regular standard practice under the purview of trade based money
Iaunderindg perspective. In fact opening Transferable LCs should be restrigted to

ond o .
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The customer engages in Any trade transaction that deviates fron
transactions that are the customer o6s exi
i nconsi stent wil| mayhave ilmotive to transact agains
business strategy or profile. criminal proceeds or may simply move
money rather than goods through

(Transaction is not in line with _ _
accommodation of bill etc.

the customer6s
or with his/her TTP) Hence, as part of trade specific dueg
diligence measures, banks should ta
adequate measures to understand tr
current trading profile of the custom
and its future plans on an ongoing basi:
Ensuring these, banks may identify whi
trade products are suitable and whic
trade products are vulnéta for a
particular trade customer at the outset |
a trade relationship. The measures
also help them identify the extent of
deviation of a particular trade transactic
from the customer ¢
plans.

Illustration

Company 0 X0 i mports gar | i  regularly
Suddenly he approaches bank to import 10,000 MT of rice, inconsistent w
his regular import items. The underlying purpose may be to facilitate hidin
true beneficial owner of the transaction. This may also be applicable wher:
customer approaches bank to open LC for larger quantity than his regula
import volume without having any reasonable ground or any busines
expansion.

Conpany O60Y6 generally imports meta
some electronics which are unusual and prices are unknown to the marke|
this way value can be transferred using such new items of goods. It may b
both the importer anthe exporter are sister concern managed by the
shareholders. As there may not be any physical movement of the goods, t
respective transaction has no economic value other than transfer of mone|
the importer to exporter in the guisetatde.
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Alert #9

The Trade Finance transaction contains nosstandard terminology and/or
non-standard clauses.

Documentary credits often stipulate very standard clauses as docy
requirement, which is by its nature very traditional. If a bank receives an ¢
LC or the customer approaches bank to open an import LC witistaodard
terminology or clauses, it may be an indication that the counterpart is try
convince bank ofthe creditworthiness of the party and legitimacy of
underlying transaction.

Examples:
Non Standard Terminologies in documentary credit:
Assignable
Divisible
Unconditional
Unconditional revolving etc.
Non Standard Clauses in documentary credit:
ng

interesto

Ready, will:i and abl eo

nLetter of

Aiproof of producto

AThe funds are figoodgr ichiemal amdi gilear ed,

This is a bearer instrument |l etter of o

2

be advised bet ween and ben

=13

t o applicant

U :
i me

r r b dseuked by ena of thentop&@or 100 world banks
s Wi

A p
a re transfero etec.

Cc

D

Iments
2Xport

ng to
the

of non
redito

eficiar

b Or

The above mentioned indications on a documentary credit are very unusugl. In

such cases banks should further scrutiny.

Alert # 10

Alert # 11

Frequent amendment/extension
/cancellation pattern.

An LC that has ben repeatedly amende
should be treated carefully. After an
excessive number of amendments, t
parties should be required to have a ne
LC issued. Correctio of a sligh
misspelling of a beneficiary name af
the company desi gr
ACorp.o0), should &
rather than as an amendment

The transaction appears to
involve the use of front or shell
companies for the purpose of
hiding the true parties involved.
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Banks should look at the geographig
locationand addresses of the parties to
transaction paying special attention t
those countries or areawhere front ol



shell companies are known to operate. If
a bank susprs that a party could be a
front or shell company, it should take
adequate steps to determine the identity
of the suspect entity and whether the
entity is designed to hide the true nature
of the participants to the transactic

Alert # 12

Guarantee/Standby LC fails to
reference underlying project or
contract.

When a bank issues guarantee, or recei\
counter guarantee ultimately to issue
guarantee, it may fail to incorporate all tF
required information includg referenc
of underlying projects.

Hence, banks need to ensure the appare
authenticity of the underlying contract,
bid etc. based on which the guarantee is
being issued. If beneficiary of the
guarantee is a governmemti¢y, then it
could be easily verified via their website.
In case of private beneficiary extra due
diligence should be applied for the
underlying contract. e.g copy of the
contract, copy of paper announcement ¢

Alert # 13

Fake underlying transactions
against a guarantee/SBLC/LC.

Banks need to ensure the identity of the
applicant, beneficiary and the underlying
documents in order to avoid conflict of
interest. Guarantee might be fake if both
applicant and befieiary are related
entities and there is no such underlying
transactions/performance It can  be
executed through KYC for the parties in
order to confirm that no same parties or
related/common interes! parties are
involved in them.

Value/Price

Alert # 14

The price is unusual, e.g. very
high or very low.
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Buyer and seller negotiate price and the
pricing is based on quality and costs of 1
goods, packaging, freight, customs dutie

documentation preparation fees,
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inspection fees, insurance and many ot}
factors. Therefore, it may not be easy fo
banks to ascertain the market price for ¢
the components and circumstances that
into the price of a product. Bank officialg
should take adequate measures to try tc
identify any blatant or obvious pricing
irregularities that may indicate the
inconsistencies of pricing of the gooc
being shipped.

Also note para 20 of Chapter 7 of GFET
2018.

lllustration

Typology: 1

Company O0OX06 approaches Bank 06B6
The price that as revealed in the proforma invoice is very low as compare
local market price. Moreover, the customs authority fixemgeamount or
percentage of duty based on per piece etc. to prevent duty or tax evasior,
reason for quoting unit price very low may be for adjustment of debt whic
arises out of conducting transaction through informal or alternate remittar,
system.

Typology: 2

Company O0OX0 approaches Bank 06C6
0B6 faces difficulties in knowi ng{
like capital machinery or chemical mixture etc. In some cases,databr tax
is very nominal as the underlying goods have correlation with the econon|
development of the countn

Typology: 3

Company O0X06 approaches Bank 06D06 {
The importer made certain percentage ofeaxte payment through informal
channel and opened LC up to the value where customs authority has refe
value for custom valuation. But the actual price is higher than that of refe|
value. By doing so, the importer is able to avoid custom auodlytaxes for the
advance payment made. Similarly, excess amount of freight and other ch
may also be taken into consideration.

Alert # 15

Under Invoicing (against Invoicing goods at a price below the fair
market price). market price, te exporter can transfel
value to the importer. Here the importer
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receives high value goods at a lower pri
After reselling the goods importer
receives full value and thus additiong
value is receivé by the importer from
exporter  througf underinvoicing
Importer is also able to pay less custom
duty/tax by undeinvoicing.

Trade processors should follow the
mechanism and guidelines to be
established bytheir own bank in
pursuance with these guidelines.

Alert # 16

Over Invoicing (against market
price).

Invoicing goods at a price above the fair
market price value can be transferred fri
importer to exporter. Bank should frame
approprate policy in this regard and trad
processors should follow the same.

Alert # 17

Invoice showing significant
amount of misc. charges e.g.
handling charges.

Money can also be transferred from ong¢
country/party to other country/part
showing significant amount of misc.
charges/handling charge unidentifie
charges/in the invoices of goods/servic
for laundering purpose.

Bank should know the justification
behind such unusual charges and a«
accordingly tgorevent TBML.

Alert # 18

There are indications of double
invoicing / Multiple Invoicing.

Double Invoicing: This is very much
relevant for local trade transaction
Double invoicing is where a subsidial
purchases goods from anent at too high
a price, or a parent purchases from
subsidiary at too low a price

Multiple Invoicing: This is also very
much relevant for local trade transactior,
More than one invoice for the same
internationa trade  transaction, whig
enables a money launderer or terrori
financier to justify multiple payments for
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the same shipment.

Though with the establishment of FX
Dashboard, multiple invoicing is very
hard to do onshore, reasonable care shc
be taken in case of off shore.

Payment

Alert # 19

The payment terms appear An importer or exporter may default
inconsistent with the willfully and launder money if payment
transaction. terms of the financing is made without
due consideration to the nature and/c
conversion cycle of the underlying goods
For example, if an importer is financed
for 365 days to import perishable goods
like onionetc., when his business isgell
fish, he may abuse the facility and
launder money through different ways
(send money abroad through over
i nvoicing with ban
willful default and use the money to
launder or finance terrsm etc.). Hence,
taking into consideration the market
practice and business of the buyer ani
seller banks should determine whethe
payment terms are consistent with th
nature and asset conversion cycle of the|
goods beig shipped and act accordingl

Alert # 20

The transaction involves the As third party payment arrangements ca
receipt of payments from third- [be used to disguise the identity of the tru
party entities that have no payerand true source of fundshey may
apparent connection with the  |expose to the risk of money laundering
transaction. and/or unwanted sanctions evasions
Banks need to know and be satisfied wit
the underlying arrangement with thd 3
party who pay or receive tlgayments of
the trade transaction.

lllustration

Bank o016 issues an LC for raw col
any bank in UAE with an advising bank in UAE. After making shipment,
while the beneficiary is trying to make presentatidAE bank refuses to

79



Appendix B

handle the transaction. Later on the beneficiary makes direct presentatiol
the I ssuing bank. Bank o616 makes
MT103, which its foreign correspondent bank refusgegdaess. Much later,
the beneficiary makes the presentation through his bank in Latvia where

beneficiary mai nt ai ns busi ness
accordingly.

Alert # 21 Changing the place of payment| Banks should tak into account that in
i.e. payment is to be made to some instances, beneficiary under an L
beneficiaryods directly sends documents to the issuing
another country other than bank within instruction to effect paymer
benef i tateclocgtions to a third country. This situation ma

arise either the beneficiary is not able t
route trade document through bankir
channel due to possible sanction hits o
trying to park the proceeds in relatively
lax jurisdidion.

Alert # 22 Payment instruction changes in| It should be borne in mind that last
the last minute without any minute changes to payment instruction
reason. inconsistent with the terms of the trade

instrument, or instructionso t effect
payment to a third party or account
unrelated to the trade instrument co
indicate unusual activity.

Alert # 23 | Applicant (customer) controls The trade finance transaction includes :

the payment. feature by whichthe buyer effectively
controls the payment. This could indical
that the seller and buyer are colluding i
non-competitive manner and that the:
have an underlying relationship outsi
an expected trading relationship which
not known to the banks.

Applicant (customer) controls the payment:

Bank O06X6 issues sight LC with a
receipt of applicantds accept anc ¢
This type of clausenables applicant to control payment. Providing g
condition, the applicant can actually delay the payment though inconsiste
with its nature of goods or local regulations. In other word, there might be
collaboration between the buyer antlesebeyond the knowledge of the banl
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Bank that issues LC with applicant control documents should be aware a
requirement of applicant control and underlying transaction. Such as: imf
capital machinery may be done lvjrovision of split presentation as under;
- 15% advance payment
- 70% upon presentation a
- The rest 15% after proper installation of the capital machin
supported by applicant certificate

For import of capital machery, the above split payment is customary. But
split presentation or shiftin

presentation to applicant control document for trading items or industrial
materials import, may need further analys

Alert # 24

Claimed/lodged shortly while Long tenor guarantee is normally issue
guaranty validity is a long against a long term contract/
tenor. project/performance (i.e. 24 months
period). The guarantee claim is suppos|
to be paced after a reasonable long
period of time when applicant fails t
execute that long term project/contract.
situation arises that a claim is lodgg
within a short time after the guarantee i
iIssued, e.g. one mdntthe guarantee
issuing bank should take it as an alert g
should perform proper due diligence by
confirming the genuineness of the clain
from the beneficiary office.

Alert # 25

Issuance of fraudulent Letter of | Bank should havandependent policy in
Undertaking (LoU). place to operate SWIFT system whig
includes checker and maker system an
periodic auditing, both by internal ang
external auditors.

In addition, SWIFT system should beg
integated with their core banking systen
(CBS).

lllustration

Two employees of 0XYZ Bankd send
(LoUs), essentially bank guarantees, to foreign banks, on behalf of
cust omer M/ 4t dGOABOwn@Ga&ms by n M
undertaken to make paymentfavourof foreign beneficiary for imports if on
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maturity, i mporter fails to pay,

0XYZ

On receipt of guaranteermgn bank provides loan to the importer. The tenure

of this loan varies from ninety days up to even five years for capital g
The money gets used to settle the payment for imports.

The money raised through this guarantees is not used to make payong

pods.

2nts

imports rather used to settle loans taken earlier. In fact, every time a firm

rel ated to Mr. 6X6 asks for a ba

nk gu

through a previous bank guarantee. Thus, the amounts go up to around BDT

11,4000 million.

LOUs were issued without any collateral or any usual process of the
through <colluding two bank
employee sends these guarantees in the absence of credit limits and c
security. Secondly, he does not mak an entry i n th

Software (CBS). In some cases, a corresponding entry is made in th
banking system, but for lower amounts. Even regular audits may not f
Bankds reconciliation department

of fi ¢

bank
i al s

pllateral

e b ank

e core

nd it.
al

D

SO

It is revealed that in the said Bank, there is no SWIFT operating procedure in

place, SWIFT is not integrated w
of that is not centralized and absence of proper auditing system i.e. IT
did not take place.

On this pretext, the ill motive customer was able to complete the evil sg

t h tt
audits

heme

with the support of colluding employees of the Bank. Using such valid tools,

dishonest officials of the bank in collusion can launder money.

The goods and size of shipment

Alert # 26

There are no goods (Phantom | Banks should be aware that under thes
Shipment) circumstances the beneficiary or
applicant refuses to provide documentg
prove shipment of goods (possiblé
phantom shipping or multiple invoicing
For Example: LC or bank guarantee
purportedly covers the movement of
goods but fails to call for presentation ¢
transport documents. LC covers steg
shipment but allows a forwarders cargc
receipt (FCR).
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No goods description mentioned Not havi ng goods?®d
in documents/ alert. Bank should know the goods or

Alert # 27 Descriptions of the services of underlying transaction frg
goods/services are not cleasr the related trade documents, such as L
are coded or disguised. BL, invoice etc.

lllustration | As we know from documentary credit operation that Banks deal with

for Alerts | documents not with underlying goods, service or performassgance of LC

26827 without asking for transport document or allowing copy of transport docur
to be presented may facilitate phantom shipment. In addition to tha
documentary credit containing #ae/(
or fAall discrepancy accepted exc¢
implication.

Client may approach for issuance of local LC with above clause or withoy
mentioning description of the goods. The inherent agenda in such cases
be to avail loan from the bank under the banner of trade finance.

Alert # 28 The customer deviates Banks need to unds
significantly from its historical | traditional business patterns as part of
pattern of trade activity (in trade specific customer due diligencq
terms of markets, monetary process that reviews and examines
value, frequency of customer 06s busi nes
transactions, volume, or frequency of shipments, the value
merchandise). volume, types of products and/or servig

in which the customer typically deals
Banks should have processes that v
identify significant variations in these
trading patterns.

Alert # 29 Transaction involves obvious Dual use items are goods, software,

dual use goods. technology, documents and diagramg
which may have both civil and military
applications. ldentification of dual us
goods is difficult given their possible]
complex and technical nature. While
banks may be in a position to identify
obvious dual use of goods, corporat
clients should be best suited for making
this determination. Each bank should
refer to its own policies angrocedures
on how to appropriately identify and
address the identification and handling
such goods.
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[llustration

Though most of the banks are aware of obvious sanctioned country
UNSCR lists and generallggo not open LCs where shipment is made f
sanctioned port, company O0X0 o0pe
mentioning any port of UAE and the respective transport document i.e.
lading also mentions shipment from Jebel Ali, a UAE port inisbest with
the LC terms. But later on upon analysis of shipment routing, it is revealg

under
‘'om
ned
Bill of

d that

the ship indeed started its journey from the Jebel Ali but instead of mpving

toward Chittagong, it went to Bandar Abbas (an Iranian port) then came
to JebelAli and then started journey towards Chittagong.

Moreover, Bank should also be careful in importing goods from ce
country where underlying goods is not within the exportable basket g
exporting country.

back

rtain
f the

Alert # 30 | Different HS Code is used. In trade documents (i.e. LC, Invoice, EX
etc.) different HS code may be used to
avoid high rate of customs duty. Bar
should identify the goods description wit
appropriate HS Code as per Customs F
Schedule of Bangladesh.

Alert # 31 | Quantity of goods exceeds the |[Under shipment, over shipment, nc
known capacity of the shipping [shipment might occur when quantity
containers or tanker capacity or |mentioned goods exceeds the capacity
abnormal weights for goods are |the shipping containers/ tanker. Bank
suspected. should try to know apparent capacity of

the container, tanker etc.

Alert # 32 | High risk goods/services are |Goods/Services are assigned as high ri
involved. when those particular items  of

goods/services are used for illicit
purposes.
Bank management should make relevar
officials aware of the high risk goods an
services from time to time

Transport

Alert# 33 Transportation route/ Commercial banks should take
information is inconsistent with | consideratior whether the transpo
underlying transaction. route appearing in documents is unu

or inconsistent. It may be that
transport route does not make sens

the purpose of the customer/gog
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shipped. It may also be that the actual
transport route is inconsistent with the
expected and documented transpoy
route.

Alert# 34

Transshipment through a
country for no apparent reason.

Nature of goods, applicant & beneficia
country  distance/locatio does nof
justify transshipmen or transshipme
from a country which is geographically
absurd.

For example: Shipment of raw cottc
from Singapore, which is unusua

Alert # 35

The mode or method of
shipping is unclear or the
shipping route is unclear.

If the mode of shipment and shippir
route is not clear or kept hidden, there

might be involvement of some sanction
/embargoed country/port/location/entitig

Banks should perform due diligence
identify the mode and route of the
shipment.

Alert # 36

Goods to be shipped from one
country/place but supplier/
beneficiary is located in another
country/place.

Bank should checke valid reason for
the shipment from a third country wher
beneficiary is not located. There might |
underlyingc illicit arrangemer betweel
the beneficiary and thparty in third
country from where shipment is made.

Alert # 37

Vessel/Container number
cannot be tracked through web
search.

Container number consists of an

internationally standar format
The number includes four letters ang
seven digits, with the last digit referred t
as the check digit. (i.e. XXXU1234567)
It is used for documentation purpose
including invoice, consular statement,
of lading and others. Vessels can also |
tracked through web link.d@ks should

check the vessel tracking /container
tracking through web link to ensure tha;
the vessel/ container number appearing
the documents is vali
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Alert # 38 The bill of lading describes If bill of | ading/shipping document does

containerized cargo but
without container numbers or
with sequential container
numbers.

not contain the container number while
Thegoodsareshippedthrough
containerized cargo, banks need t
further scruthize and ensure that the
shipments appearing in the document i
valid.

Country/Jurisdiction/Geographical Location/Sanction

Alert # 39

Alert# 41

Customer shipping items to,
through, or from higher money
laundering risk jurisdictions
including countries identified by
FATF as stated in FATF Public
document.

Alert# 40  [Transaction involves high risk

jurisdiction/country.

Transaction involves sanctioed
entities /countries /individuals.
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Banks should understand where the
cugomer undertakes business and o
what basis as part of trade specific
customer due diligence activities. As
some countries, entities andlimiduals

present heightened risk for financial
crimes, care should be exercised to
understand the rationale for the custon
conducting business in higher risk

poss
jurisdictions. extent ble
banks should determine if there is a val
reason, and if the business is within the
risk parameters.

Banks should maintain a list of
jurisdictions identified by relevant bodie
(e.g. FATF) that present high risk in
terms of money laundering, terrorist
financing or other financial crimes.

TransactiorJN sanctiomed

countries, individuals and entities shoul
be avoided. Transaction or relationst
with local sanctioned individuals and
entities should also be avoided. All the
lists shoudl be made available to the tra
operations areand updated as necessa



